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Event-Based Intermittent Formation Control of
Multi-UAV Systems Under Deception Attacks

Tingting Yin™, Zhou Gu

Abstract— This article investigates the problem of event-based
intermittent formation control for multi-UAV systems subject to
deception attacks. Compared to the available research studies
on multi-UAV systems with continuous control strategy, the
proposed intermittent control strategy saves a large amount
of computation resources. An average method is introduced in
developing the event-triggered mechanism (ETM) such that the
amount of unexpected triggering events induced by uncertain
disturbances is greatly reduced. Moreover, such a mechanism
can further decrease the average data-releasing rate, thereby
alleviating the burden of network bandwidth. Sufficient condi-
tions for multi-UAV systems with deception attacks to achieve
the predefined formation are obtained with the aid of Lyapunov
stability theory. Finally, the validity of the proposed theoretical
results is demonstrated via a simulation example.

Index Terms— Event-triggered mechanism (ETM), intermit-
tent formation control, multiagent system, unmanned aerial
vehicle (UAV).

I. INTRODUCTION

VER the past decades, multiagent systems have received
Oconsiderable research attention as a result of their
widespread applications, for instance, in satellite formation,
collaborative load transport of robots, autonomous surface
vehicles, unmanned aerial vehicles (UAVs), and so on [1],
[21, [3], [4], [5], [6]. It is well known that UAVs can be
regarded as a typical representative of agents [7]. Compared
to other aerocrafts, UAV systems have plenty of advantages in
performing an assigned mission. For example, UAV systems
do not require stewards to ensure personal safety, especially
in dangerous conditions. However, in most cases, it is hard
for a single UAV to complete a complex mission. In this
situation, the problem of cooperative formation control for
multi-UAV systems has attracted many researchers [8], [9],
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[10], [11], [12]. Therefore, to complete the task of formation
tracking, it is essential to design a suitable control strategy for
multi-UAV systems [13], [14], [15]. In recent years, lots of
efforts have been devoted to the issue of cooperative formation
control of multi-UAV systems [16], [17], [18], [19], [20], and
the references therein. For example, Wang et al. [21] focused
on the issue of the cooperative moving path following UAV
systems with speed constraints. The problem of decentralized
overlapping formation control for multi-UAV systems was
investigated in [22]. Dong et al. [2] developed a formation
control strategy for multi-UAV systems, where the undirected
communication topology among follower UAVs was consid-
ered. In undirected graphs of multi-UAV systems, bidirectional
information interaction of multiple followers consumes more
communication and computation resources. Consequently, the
directed graph is considered to be more reasonable and prac-
tical. Unlike the undirected graph, the Laplacian matrix of
directed graphs is asymmetric, which leads to the results of
undirected graphs in [2] that cannot be directly applied to
directed graphs. Besides, the intermittent control strategy has
also attracted increasing attention owing to its advantages in
saving the limited computation and energy resources [23],
[24], [25], [26]. Therefore, it is a meaningful and challenging
task to develop appropriate formation control strategies for
multi-UAV systems with directed graphs via an intermittent
control method, which is one of the main motivations of this
research.

For the multi-UAV system, information interaction among
multiple UAVs is necessary for flight formation construction
and transformation. The wireless network generally severs as
a medium for data communication. Therefore, the efficiency
and quality of information interaction among multiple UAVs
play an imperative role in improving the performance of
multi-UAV systems. To improve the utilization of the limited
network resource, time-triggered control is first considered due
to its easy implementation. However, such a communication
scheme may bring information redundancy, thereby resulting
in resource waste and even network congestion. For such a
reason, a discrete event-triggered mechanism (ETM) proposed
in [27] is extensively employed. Under this scheme, the
sampling measurement is transmitted over the network only
when the predetermined event-triggering condition is violated.
Recent years have witnessed the application and development
of discrete ETM [28], [29], [30], [31], [32], [33]. Inspired
by such a scheme, some extended communication schemes,
such as hybrid-triggered scheme [34], adaptive ETM [35] and
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memory-based ETM [36], [37] spring up. The memory-based
ETM was used in [38] to address the problem of secure
control for cloud-aided active suspension systems, easing the
network bandwidth load. Under the memory-based ETM, both
the immediate sampled data and the newest released signals
are considered in designing the event-triggering condition.
However, it is a challenging issue to design event-triggering
conditions by utilizing an average method to further save
network capital and ensure the performance of multi-UAV
systems. This is another motivation for this study.

Note that the wireless communication network for
multi-UAV systems is vulnerable to cyber-attacks. As such,
the issue of cyber-security for UAV systems has received
considerable attention over the past years. There are three
types of cyber-attacks usually discussed in the existing lit-
erature: replay attacks, denial-of-service (DoS) attacks, and
deception attacks [3]. The deception attacks inject false data
into the transmitted signals, thus causing the degradation of
the system’s performance. Adversaries launch DoS attacks by
occupying the limited communication resources to intercept
data transmission, crippling the system’s functionality. A sig-
nificant number of results related to cyber-attacks have been
acquired [28], [39], [40], [41], and the references therein.
For instance, Peng and Sun [40] proposed a switching-like
event-triggered control strategy for networked control systems
subject to DoS attacks. By considering deception attacks, the
security control issue of T-S fuzzy systems with historical
information-based ETM was addressed in [37]. The problem
of the distributed H..-consensus filtering was discussed in [41]
for discrete systems considering deception attacks. However,
up to now, there are few studies on multi-UAV systems
subject to cyber-attacks. The research on the formation control
problem of multi-UAV systems under deception attacks is still
challenging work.

Based on the above discussion, we mainly focus on the
issue of the event-based intermittent formation control of
multi-UAV systems with directed graphs in the presence of
deception attacks. The main contributions of this study include
the following.

1) A new ETM for multi-UAV systems is developed to
save the limited communication resources, in which an
average method is used to reduce unexpected triggering
events aroused by sudden disturbances. Compared with
the existing event-triggered schemes in [27] and [29], the
proposed communication scheme can further decrease
the average data-releasing rate while maintaining the
UAV system performance at a prescribed level.

2) A novel intermittent control strategy is proposed for
multi-UAV systems with directed graphs and deception
attacks. Different from the traditional continuous con-
trol that needs to work continuously during the whole
sampled interval [2], [20], such an intermittent control
only works in some control intervals, thus reducing the
consumption of computation and energy resources, and
increasing the flight endurance time.

The rest of this study is summarized as follows. The prob-

lem formulation and modeling for the discussed multi-UAV
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Fig. 1.

Diagram of the ith UAV.

system are given in Section II. Section III gives the main
results of the event-based intermittent formation control
for multi-UAV systems with directed graphs and deception
attacks. A simulation example exhibited in Section IV con-
firms the feasibility of the obtained results. Section V presents
the conclusion of this study.

Notation: R" denotes the n-dimensional Euclidean space.
Lnxn, and 0,, are the m x n-dimensional identity (zero)
matrix, and sometimes they can be abbreviated as I and 0,
respectively. * in a symmetric matrix is the entry implied
by symmetry. Amax(min)(X) is the maximum (minimum) eigen-
value of the matrix X.

II. PROBLEM DESCRIPTION AND MODELING
A. Basic Graph Theory

The communication topology among N UAVs can be
described by a directed graph F = (V,E, W), where E C
{G,)),i,j € V} and V € {1,2,..., N} indicate the set
of edges and nodes, respectively. The weighted adjacency
W = [w;;] of F is defined as w;; =0, w;; =1 & (j,i) € E;
otherwise, w;; = 0. The information of the ith UAV can
be available to the jth UAV, which is described as the edge
(i, j) € E of F. Define the Laplacian matrix L. = [.%};], where
L= Z#iw,-j, and .,g/ﬂij = —wjj fori # j, i, j € V. Denote
S; = {Jjl(i, j) € E} as the set containing all neighbors of the
ith UAV.

Remark 1: In an undirected graph, edge (i, j) € E denotes
bidirectional information interaction between the ith UAV and
the jth UAYV, thereby consuming quantities of communication
and computation resources. To reduce unnecessary waste of
limited resources, the directed topology graph is considered in
this research on the issue of the event-based formation control
of multi-UAV systems.

B. Dynamical Model of UAVs

Consider a class of multi-UAV systems that contains one
virtual leader (labeled as the Oth UAV) and N following UAVs
(labeled as 1,2,..., N). The kinematic equation of the ith
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fixed-wing UAV is expressed as follows [15], [42]:

Gi(t) = Vi(t) cos 6 (1) cos o (1)

&yi(t) = Vi(t) cos 6; (1) sin a; (1) (1)

Ci(t) = Vi) sin 6, (¢)
where (i (1) = [ () &i(t) ()] is the position of the
ith UAV. As shown in Fig. 1, 6;(t) [a;(¢)] denotes the ith
UAV’s flight path bank (azimuth) angle, cos(d;(t)) # O.
Vi(t) >0 (@@ =0,1,2,..., N) represents the flight speed. For
the ith follower UAV (i = {1,2,..., N} £ G), the following
equations are satisfied:

Vi(t) = ay — gsind; (1)

. ayi

a1 = Vi (t) cos 6; (t) 2)
Co g gcosd(t)

MO=560 7 Vo

where g indicates the acceleration of gravity; a,;, ay;, and a;
stand for the acceleration of roll, pitch, and yaw, respectively.
Then, we can obtain the real control /; () = [ax ay; a1’.
For convenience, 0;(¢) and «;(¢) are abbreviated as ¢J; and «;
in the following, respectively.

Deriving the equalities in (1) and substituting V; (), é;(¢)
and 4;(¢) in (2) into them yield that

.. T
G =) +[0 0 —g] (3)
where
cosd;cosa; —sSina; —sind; cosa;
Ji(t) = | cosd; sin a; COS o — sin ¢; sin o;
sin J; 0 COS 0;

Denote v; (1) = (i (r) as the velocity vector of the ith UAV,
and u; (t) = i (t)h;(1)+[0 0 —g]7 as a new control input, then,
it is easy to obtain that {;(f) = v;(r) and ;(r) = u; (7). In this
study, deception attacks are taken into consideration. Then,
the following state of the ith UAV under deception attacks is
considered:

{ &0 = i) @

0; (t) = u; (t) + Eo fi (1)

where f;(t) denotes the deception attack signal; Ej is a known
constant matrix with appropriate dimensions.

Defining x,(1) = [0 ] A= [} 41 B=[2]. E=[4].
one has

5)
yi(t) = Cix;(1)
where y; (1) denotes the system output; C; is a constant matrix.

Assumption 1: The directed communication topology F of
the multi-UAV system has a directed spanning tree, and the
root node is the virtual leader UAV.

Remark 2: According to Assumption 1, the connectivity of
information interaction between two arbitrary UAVs can be
guaranteed in the directed topology graph, which is significant
to design the following formation controller in this research.

In this study, it is assumed that the formation trajectory
of each UAV is predefined. To obtain the trajectory of the

[ %(t) = Ax;(t) + Bu;(t) + Efi(t)
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Fig. 2. Block diagram of event-based intermittent formation control for the
ith UAV.

ith UAV, now we first describe the relative position between
the ith UAV and the Oth UAV. Similar to [20] and [42],
we define the following characters for the ith UAV: y;(¢),
satisfying —(7 /2) < y;(t) < (7 /2), is the acute angle between
the connecting line (it links the ith UAV and the Oth UAV)
and the xy plane; f;(f) is the included angle between the
projection of the distance s; and relative velocity d,;(f) on the
xy plane, wherein s; stands for the distance between the ith
UAV and the Oth UAV. Denote the desired relative position as

AG(1) = [AGi (1) ALyi(t) ALi(0)]", where

ALy (t) = —si cos(yi + do) cos(Bi + ao)
Agyi(t) = —sicos(xi + do) sin(f; + ap) (6)
AL (t) = —si sin(y; + o)

in which y; and f; are the abbreviation of y;(¢) and f;(¢),
respectively. Moreover, the desired position of the ith UAV
can be expressed by dy;(t) = (o(t) + A(t), where (o(t) =
[Cx0(t) &yo(t) Co(@)]T is the position of the Oth UAV. Then,
denote the tracking error for the ith UAV as x;(t) = x;(t) —
d;(¢), where d;(1) = [d; (1) d;(D]T, dyi () = dpi (0).

Remark 3: To achieve the ith UAV formation trajectory,
we perform the following steps. First, obtain d;(¢f) based
on (6). Note that the desired relative state d;(¢) between the
ith UAV and the Oth UAV includes the relative position d;;(t)
and the relative velocity d,;(¢); Second, describe the tracking
error ; (t).

Fig. 2 presents the block diagram of the formation control
for the ith UAV, from which one can see that the controller i
receives the information of the leader UAV, the ith UAV, and
its adjacent UAVs. Deception attacks are considered due to
the data transmission via the network. Observer i is used to
observe the attack signal f;(¢). The zero-order hold (ZOH) is
introduced to keep the latest input of intermittent controller i
until the next signal arrives.

C. Attack Observer-Based Intermittent Control Strategy

Deception attacks are considered in each UAV in this study.
To estimate and eliminate the impacts of the deception attack
for every UAV, the attack observer for the ith UAV is designed
as follows:

&(@t) = HC\E[C2& (1) + CaHy; (1)1 — H Ci[ Ax; (1) + Bu; (1)]
i) = —CyHyi(t) — C2&:(1)
(7)
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where & (f) is the intermediate variable; f;(¢) denotes the
estimated deception attack signal. H represents the observer
gain to be determined. C, is an invertible parameter matrix
with appropriate dimensions.

To reduce the consumption of computation and energy
resources for multi-UAV systems, we construct a periodically
intermittent control ui(t). As stated in [23] and [43], the
control time is denoted by [n7,n7 4 ¢) and the rest time by
[(nT 4+ ¢, (n+ 1)T), where ¢ € (0, 7] is the control duration
in a period 7. Then, we propose the following control strategy
for multi-UAV systems under directed topology graphs:

ui(t) = u'(t) — BTE fi(t) + di () 8)
where

ui () = uy(t), tenT,nT +¢)
<7 o, tenT +¢,(n+1)T)

wp(t) = —K D" wil5i(t)) — 5621+ bigi(t])
JES;

for n € N, N is the set of nonnegative integers. ¥ (r)
represents the event-triggered signal, and y; (1)) = C1x;(1}).
Vi (t:,) denotes the latest transmitted signal from the jth UAV,
where € £ argmin {t — /|t > t/,e = 0,1,2,3,...};
dl,,-(t) denotes the desired acceleration; and K denotes the
controller gain to be determined. The matrix BT satisfies
(I — BBY)E = 0.

Remark 4: In (8), the intermittent control ui(t) belongs to
a periodic control strategy and each control period contains
the control time and the rest time.

Remark 5: Compared to the traditional continuous con-
troller, the intermittent controller u’(¢) in (8) only works in
control intervals | J,.[n7, nT +¢). In other words, it is not
working in the rest time |J, .\ [n7 + ¢, (n + 1)7), thereby
saving limited computing and energy resources. Especially,
if one sets ¢ = 7, the intermittent controller u'.(f) becomes a
traditional continuous controller as in [2] and [20].

D. ETMs Using an Average Method

To save the resources of the UAV communication network,
the ETM using an average method is developed, which is
shown in Fig. 2. Whether the system output of the ith UAV
should be transmitted or not is decided by the following
triggering condition:

el (NDieyi(t) < 0i()w ) () Dy (1) ©)
where
@i (1) = D wii[0yi (1) — V(0]
J€S;

1 .
Dyi (1) = =[5 () + 5:(1)]

2
eyi(t) = ﬁyi(t) - )_)i(t)
1 )
=Ci- E[xi(té) —Xi(0)] £ Ciei(0)
in which 0;(1) = o, + (2/)(& — ;) arctan(|| @y (1) ).
oi(t) € lg;,6), 0;,6; € [0,1); ; > 0 is the weight matrix.
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Here the event-triggered instants of the ith UAV are denoted
as {to,ti,...,tl,...}, whichsatisfy ) =0and#) <ti <--- <
té <.--,wheree € {0,1,2,...},i € G. The leader UAV does
not concern with the triggering issue in this study.

Then, the event-triggered signal y;(z)) can be expressed as

Fi(t)) = 5i(t) + 2y (1). (10)

Remark 6: From (9), one can see that an average Uy;(t)
of the system output signal y;(¢r) and the latest triggering
signal 3;(z}) is utilized for the proposed ETM. This would
bring many advantages, for example, it can mitigate the
unexpected triggering event caused by the accidentally sudden
state variation, and smooth the releasing period.

Remark 7: Differentiating from the existing research on
multi-UAV formation control, the dynamic ETM using the
average method is developed, and the threshold o;(¢) can be
adaptively adjusted according to the real-time information of
UAVs. Under such an ETM, the system output signal ¥;(¢) is
transmitted through the network only when it violates inequal-
ity (9), thus greatly reducing redundant data and relieving
network bandwidth burden.

Let the estimation error ni,(t) = fi(t) — fi(t), then,
combining (5), (7), (8), and (10) and using the Kronecker
product yield that

nr(t) = ft) + CHC Eng(t) (11)
and
9, (0), te | JInT.nT +¢)
)?(t) — _ _ neN
AX(t) 4+ Ens(1), te U 7T +¢,(n+1)T)
neN
(12)
where

05(1) = (A — LiBRCy)%(t) — 2L  BR Cre(t) + Eny (1)

Iy ® A, B =

with A = In® B, E = Iy ® E,
H=Iy®H, C, = Iy®C, C, = Iy®Cy, L =
L(] X I(,, L(] =L + B(), B() = diag{b1,b2,...,b1\l} and
(1) = [X 0, % @), ...,x5 O, e(t) = [e] (1), e] (), ...,

eh 1 170 = 0T O, 1D O, HT OV f(1) =
[f]T(t)» sz(t)’ ] szl-(t)]T

Defining #(t) = [;f((tt)) yields the following error system:

13)

n(t) = A'nt) + Ble(t) + Enys(t)
z(t) = DGy(1)

where 1 = 1,2; when ¢ € UneN[nT’ nT +¢), 1 = 1; when
t € UpennT+¢,(n+1)7),1=2; and Al = A, A% = A,
B' =B, B =0, ' = £ = &; z(¢t) is the output of the
multi-UAV system; D = Iy ® D, D is a known matrix with
suitable dimensions; G = [Igy Ognx3n] and

A1:|:A—L1BKC1 E } Azz[A _E }

0 C,HC\E 0 GCHC,E
5 —2L,BKC, L £= Osnx3n .
0 Ly
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This study aims to propose an intermittent control strategy
for multi-UAV systems with directed graphs and deception
attacks to achieve the formation by applying the proposed
ETM such that the discussed error system is asymptotically
stable.

IIT. MAIN RESULTS

The stability analysis of the event-based formation control
of multiple UAVs with directed topology graphs and deception
attacks via an intermittent control method will be presented
in this section. The following assumption is introduced to
facilitate the proof procedures before showing the main results.

Definition 1: The error system (13) with the event-triggered
control strategy (8) is exponentially stable if there exists a
scalar v > 0 and a decay rate w such that

@I < ve™ linoll

for all t > 0. 59 = 75(0).

Remark 8: Note that #(¢) contains the tracking error X (¢)
and the attack estimation error #,(¢#) here. When the error
system (13) is asymptotically stable, X (1) — O and 5(t) — O,
which implies that the multi-UAV system can realize the
desired formation according to Definition 1.

Theorem 1: For given scalars 7, ¢, 6; € (0,1), o, ¢ =
{1,2}), controller gain K and observer gain H, the error
system in (13) is exponentially stable if there exist matrices
P >0, ®; >0 (i € G) such that

E}l * *
=&, E, x |<0 (14)
ETP 0 —y?I
E2 *
T2:|:8T]-) 21:| <0 (15)
k=016 —0(7T —¢)>0 (16)

where
2, =PA+A P+G'CLIG®L,C\G
+0,P+G"'D"DG
_ A
2, =BI'P+ EGTCITLZTJCDchlG
- 1 -
gy, = —Cl@oC, + ZC{LQ&(DLQCl
= PA+AIP—0,P+G"D"DG
o =6 ® I, 6 = diag{a, 72, ..
O = diag{cbl, (Dz, ceey (DN}.
Proof: The whole proof process is mainly compartmen-
talized into two steps. The stability analysis of system (13) is
presented in Step I, and the discussion on the exclusion of the
Zeno behavior is given in Step II.

Step I: Choose the following Lyapunov function for
system (13):

., 0N}

V() =n" () Pn().
It follows that:

Amin(PY @) ? < V(1) < Zmax (P)In (1)1

A7)

(18)
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where }3 = diag{ﬁl, }_)2}, Pl = IN X Pl, PZ = IN X Pz.

In the following, two situations are considered for ¢ €
UnennT,nT + ¢) and t € U, [T + ¢, (n + 1)T),
respectively.

First of all, when ¢ € UHEN[nT, nT + ¢), calculating the
derivation of (17) yields that

V() = 24" (0) Pir(t)
= -1 V() + n" ORPH(1) + 01 Pn(1)]
= —01V(n())
+n" (1) {1 Pn(t)+2P[Ain(t)+Bie(t)+Ens (1))
(19)

Considering the fact arctan(|| @y;(¢) |I) € [0, (x/2)) for
t > 0, we have 0;(t) < &;, then, it follows from (9) that:

w! (1) Ow, (1) — " (1)C] DCie(t) > 0

where w,(t) = L,Ci[Gn(t) +e(t)], L, = L @ Is.
Combining (19) and (20) and applying the Schur comple-
ment yield that

V() +z" 0)z@) — 2T (1) f (1)
< -0 V() + o] (O 1w (1)
where @ (1) = [77(t) " (t) fT(t)]". According to (14), one
can obtain that
Vi) + e Ve =y T f @0 +2" 020 <0 21

fort € U,cn[nT,nT +¢).
For t € U,ca[nT + ¢, (n + 1)7), utilizing the similar
method yields that

V() —o2V(@) =y 1) f() + 2" ()z(r) <0 (22)

holds. )
First, we consider the case that f(¢) = 0, then, it follows
from (21) and (22) that the following holds.

1) Fort €[0,¢)

(20)

V(n(r)) < V(e ?"
V(n(c)) < V(no)e <.
2) Forte[¢,7T)

V(n(0) < V(no)e®=)
< V(no)e s teat=<)
V(7)) < V(}70)8791§+Q2(I7g).

3) Fort € [7T,7 +¢)
V(n(1))

IA

V(T e D)

< V(”O)e—alc—al(t—T)+Qz(T—§)
V(T +¢)) < V(ng)e 2rsteT=o),
4) Fort € [T +¢,27)

V(n(t) < V(T + ¢))etx=7-9)
< V(”O)eﬂg]g+gz(77§)+gz(t77’f§)

V(n(2T)) < V(}’]O)67291§+222(77g).

By induction, it yields that
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5) Fort € [nT,nT +¢), thatis, t—¢/7 <n <t/7T, then,
it can be acquired that

V(I’](l‘)) V(r](nT))e—Ql(t—ilT)

<
< V(,Io)efngngran(ng)

_oc-ep(T—9) (t—¢)

V(no)e T

6) Fort € [nT +¢,(n+ 1)7T), thatis, ¢/7 <n+1 <
t+7 — ¢ /7, then, we have

V(n@)

IA

(23)

V(n(nT +¢))e> 79
V(”O)e_("""l)gl§+(”+I)QZ(T_§)

IA A

_aste@=g)

V(I’]o)e T
V(no)e™ UG )

IA

IA

(24)

Based on (23) and (24), we can obtain that

e16-00(T—¢) (t—¢)

V(in®) < V(e 7
Combining (18) and (25) yields that

7@ I< Re™ |l no |l

where R = ((imax/imin))l/ze(g/7)7 w = (K/T)7 K = 016 —
02(7 — ¢). This implies that system (13) is exponentially
stable.

Second, in the case of f (t) # 0, integrating (21) and (22)
from n7 to (n + 1)7 follows that:

(25)

Vi >0 (26)

no DT
Z/k V() + (— 1),V ()

k=07 kT
7210 f () + 2" 0)z0)]dr < 0.

Letting n — oo yields

* 2 2 * ; 2
/0 120l sy/o TR

Based on the above analysis and discussion, we can con-
clude that the error system (13) can reach exponential stability
if inequalities (14)—(16) hold. That ends the proof.

Step II: The exclusion of Zeno behavior in the ETM will
be discussed in the form of two cases.

Case A: When system (13) approaches stable, ¥;(r) = 0
and 3;(t) = Ci%(t) = 0. Denote j(1) = [] (1), 3] (1),

., 351", then, one has 7(r) = 0. In this situation, (9)
is violated and y;(¢) will be delivered via the network. It is
the last triggering behavior because both the left and right
sides of inequality (9) are equal to zero. It indicates that the
ETM does not work anymore when the system is stable, which
deservedly excludes the Zeno behavior.

Case B: Consider the case that x;(t) # 0, y;(t) # 0, and
y(t) # 0. Motivated by the work in [20], [44], and [45],
the following analysis and discussion will be presented to
demonstrate that the Zeno behavior is excluded.

Assumed that Zeno behavior occurs at the time interval
{t,; — 11} of the ith UAV, in this situation, there has been
a finite time T; such that inequality ! < T; is satisfied for
w e {1,2,3,...}, lim,»t! = T;. Based on the definition
of limits of sequences, if one gives v; > 0, there exists an

27)
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integer N; > 0 so as to satisfy inequality T; —v; < £/ <T;
withi > N; (i,N; € {1,2,3,...}).

Denote ¥ = argmax; || ey(t) I, i € G. From |
eyi(?) I=Il eyi(?) I, one can get ((I| ey (@) 1D/ Fx(2) 1)) <
(VN | ey(t) 1D/l () 11)). Once the ETM works, we have
ey (t)y=0.

It follows from the term in (9) that Amax () || ey (2) I> <
Amax (@;)7; || @yi(t) ‘||2, @yi (1) = 2 s, Wij[9yi (1) — Iy, ()],
Wyi(t) = (1/2)[3:i(t)) + §:(1)]; At is denoted as the time
under which ((|| ey, (¢) II)/(Il () II)) grows from zero to &;
(5',‘ S (0, 1))

Based on the stability proof above, one can see that e, (¢) is
bounded. Note that the switched system (12) and the definition
of e,i(t) = (1/2)[y:(t}) — y:(¢)], for any certain instant ¢/,
Yi(t}) = 0, é,; (1) = —(1/2)§;(t). Two situations are analyzed
in the following. When ¢ € |J,_\/[n7T,n7T + ¢), one has

dle®l O30 @m0
dt |51~ 20e@ I 5@) 1 21 5@ 121 3) I
_ e OO U ey @) 113" @) 5@ |
ey I F@) | I 5(0) 121 5@ |
Il ey(t) ||) I y() |
=11
( TG0 ) ol
< +v)(I Ha |+ 1 Ha | v+ D) (28)
where v = ((le,®) ID/AIF@ 1), Hi = A —
LiBK, Hy = —2LBK; ¥y is defined as ¥y =

sup{((Il Eny(0) 1D/(l 5@ 1)} (Il () 15 0).

It follows from the definition of v that (28) is repressed as
V= (L+v)(Ho [+ I Ha [l v+ sup). (2, <o) is assumed to
be the solution of & = (1+&)(| Hy || + | Ha || € + Jgup) and
£(0, &) = &. On the basis of the aforementioned discussions,
it is concluded that v < &(¢, &). Suppose that e, (¢) and & are
equal to O at the initial time. Then, the smallest time interval
can be acquired by integrating both sides of

d¢

dt = . (29)
A+ H N+ Ha | €+ Dsup)
Then, it has
B 1
S HL I+ I H [ E A+ Daup
| [(II Hi | +0sup)S (2, 0)+ || Hy |l +19sup:|. (30)
| Ha I S, 0)+ I Ha Nl +Dsup

Set £(t*,0) = (((Zf\lzl((?'i))/N))l/z. We have the smallest
time interval

1
SR 2 1 E A+ Dsup
o ln[(” Hill +0ap)E (@, 00+ Il Hy |l +Q9Sup:|. 31)
I Ha €@, 0)+ | Ha | +Dsup

Since Hy = A + (1/2)Ha, 0 < g < +00, it follows
0 < Af < At < t£+1 — té. Letting v; = Af and utilizing
the aforesaid analysis yield that T; 4+ v; < ! + A, < Tl
Then, one has T; — v; < £/*! < T;. Consequently, for ¢ €
Unen[nT,nT + ¢), the Zeno behavior is excluded. For ¢ €

Unen[nT +¢, (n41)T), adopting the similar analysis method

At
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above follows that the Zeno behavior can be avoided. Then,
one can conclude the Zeno behavior in the proposed ETM can
be excluded. That ends the proof. [ ]

Sufficient conditions that guarantee the exponential stability
of the error system in (13) are obtained in Theorem 1. Next,
we will design the controller gain K and the observer gain H
based on Theorem 1.

Theorem 2: For given scalars 7, ¢, 6; € (0,1), o, ¢ =
{1,2}), the error system in (13) is exponentially stable if there
exist matrices P; > 0, P, > 0, ®; > 0 (i € G) and Y}, ¥ such
that (16) and the following linear matrix inequalities hold:

éh * * *
. |ETH &
=5 T2 L Y <o 6
=31 0 =y *
|0 P 0 =yl
__é‘%l_ * *
T, =|E"P 2}, x |<O (33)
L 0 PQ —yzl

where

:h = PA+ATP —L,Y,C, — CITYITLIT
+CITL;-5'(DL261 +Q1P1 +DTD

é‘éZ = ?zclE + ETCITYZT +Q1p2

gl = —2CTY/ LT +ClLis oL, C,

Ely=—-Cl0C + C{ LI DLCy

%l = p]A +AT}31 _QZPI =+ DTD

2

2

[xp

?zclE + ETCITYZT - szz.

[1p

2

Furthermore, the controller gain K and observer gain H are
designed as

K=B"P 'Y,,H=C;'P,'Y,. (34)

Proof: Define P = [i‘ 122] with Py = Iy®Py, P, = Iy®

P, P € R® and P, € R%, and Y| = P\BK, Y, = P,C,H,

Vi = Iy Q®Y,, Yo = Iy ® Y». Then, we can obtain (32) holds.

Similarly, it is easy to acquire (33) holds. Additionally, the

parameters of the controller and the observer can be obtained

by solving the linear matrix inequalities (32) and (33). That
ends the proof. [ ]

IV. SIMULATION EXAMPLES

A simulation example is provided to demonstrate the valid-
ity of the proposed method. Consider a multi-UAV system with
five UAVs and a virtual leader. In fact, more UAVs may be
required in practical applications. A large number of UAVs
will lead to more computational burden. Due to the page
limitation, we only take the five-follower UAV system as an
example in this simulation. The case of more UAVs can be
discussed and simulated in the same way.

Fig. 3 shows the directed communication topology of the
five-follower UAV system, in which the Oth UAV is the virtual
leader. It follows from Fig. 3 that By = diag{1,0,0, 1, 1}, and
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Fig. 3. Directed communication topology of the multi-UAV system.

the corresponding Laplacian matrix is given by:

1 -1 0 0 O

-1 1 0 0 0
L=]0 -1 1 0 0].

-1 0 0 1 0

0 0 0 -1 1

Set C; = 1Is, C, = I3, D = I, 61 = 0.01, 5, = 0.025,
o3 = 0.02, 54 = 0.015, 65 = 0.012, y = 3.16. The deception
attacks f;(t) = fie 'sin(z) with f; = [-1.82 —3.7]", £, =
[0.81.5-22]",f5=[25-051.71",f, =[-1.22.2 -0.7],

fs=[1225 —26]" (i=1,2,3,4,5).
Choose 7 =4 s, ¢ =34 s, a; = 0.5, a, = 2.8. From
Theorem 2, one can obtain the following parameters:

K =[Ki K|, H=[0s: H]
[ 6.0954 —0.0110 —1.6860]
K, = |—-0.0110 7.1812  0.0030
| —1.6860  0.0030  8.6118
[ 2.8501 —0.0105 —1.7678]
K> = | —0.0105 3.5324  0.0054
| —1.7678  0.0054  5.4886
[ —6.7614  —0.0141 —7.6719
Hy = | —12.0337 —7.5690 —6.0017
| —120.2969  0.1565  —60.0403
O = [Per D], ¢=1,2,4,5
O3 = 1.0e + 03 % [@3; D3]
(8957283  0.0179 8.2544
0.0179  905.1892  —0.0881
®, - 8.2544  —0.0881 883.4087
119.4079 —0.1601 —25.0240
—0.1601 133.9334  0.0522
| —25.0240  0.0522  156.7577
[(119.4079  —0.1601 —25.0240]
—0.1601 133.9334  0.0522
®, — —25.0240  0.0522  156.7577
492.7299  —0.1794 —28.8910
—0.1794  507.2684  0.0714
| —28.8910  0.0714  535.8513 |
[621.0524 —0.0044  2.7849 ]|
—0.0044  628.5009 —0.0509
®y — 2.7849  —0.0509 616.8962
60.5698  —0.0895 —13.8955
—0.0895  68.8655  0.0279
| —13.8955  0.0279  81.3097 |
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TABLE I
INITIAL VALUES OF EACH UAV

(Cair CyinCzi)s m Vi(t), m/s  0;(t), rad  «;(t), rad  x;(t), rad  f;(t), rad 55, m
UAV 1 (9,8,83) 45 0 /3 —x/6 /2 20
UAV 2 (10,10,73) 40 0 /2 —m/4 —m/2 202
UAV 3 (20,30,113) 46 0 —m/2 /6 0 20
UAV 4 (24,27,102) 46 0 0 /2 T 20V/2
UAV 5 (22,25,100) 46 0 —m/3 w/4 —m/4 20
[ 60.5698  —0.0895 —13.8955
—0.0895  68.8655  0.0279 i) |
Doy — —13.8955  0.0279 81.3097 E ﬁ‘jﬁﬁi_
27 | 4234148 —0.0698 —11.6798 H N =0
—0.0698 428.1814  0.0344 N 0
| —11.6798  0.0344  440.8475 e ‘
[ 1.3147 0.0001 0.0229 ] 15 2 % 80 % 40
0.0001 1.3241  —0.0002
0.0229  —0.0002  1.2805 g v |
(D31 = 8 UAV 2
0.2281  —0.0003 —0.0426 5 vAv 3| |
—0.0003 0.2522  0.0001 z UAV'S
| —0.0426  0.0001 0.2916 | ;3 0‘2 Nl
[ 0.2281  —0.0003 —0.0426 | E ok ‘ e ‘
—00003 02522 00001 0 5 10 15 »20 25 30 35 40
by, — | ~0:0426  0.0001 ~ 0.2916 fmels)
0.5231 —0.0004  —0.0617 Fig. 4. Tracking errors X(f) and tracking position errors of five UAVs.
—0.0004  0.5579 0.0001
| —0.0617  0.0001 0.6152 |
[1839.6480  0.0138 77279 1 T | Lt
0.0138  849.6866 —0.0884 UAV 2
130 UAV 3
Dy = 7.7279 —0.0884 828.1151 . Eiti
115.5706  —0.1543 —24.1378 X
—0.1543  129.5365  0.0506
| —24.1378  0.0506 151.5976 | K
[115.5706  —0.1543 —24.1378]
—0.1543  129.5365  0.05006
Dy = —24.1378  0.0506 151.5976
450.4256  —0.1725 —27.7965
—0.1725 464.3964  0.0688 4000
| —27.7965  0.0688  491.9134 |
(817.3904  0.0119 7.1867 ]| G -2000 G
0.0119  827.1258 —0.0842
D5, = 7.1867 —0.0842  806.6644 Fig. 5. Trajectories of five UAVs.
111.1947 —0.1479 —23.2016
—0.1479  124.4321  0.0496
| —23.2016  0.0496  145.8245 | 40+t m/s) and dp(r) = 0 rad, ao(t) = 0.257 + 0.3¢ rad, and
[ 111.1947 —0.1479 —23.2016 ] the initial conditions of each observer are chosen as &g = 0,
—0.1479 124.4321 0.0496 &0 =0, &g =0, & =0, and &9 = 0. Based on the obtained
Dor — —23.2016  0.0496 145.8245 parameters above, one can get the responses of the multi-UAV
271 443.1144  —0.1605 —25.9920 | system shown in Figs. 4-13.
—0.1605 455.8415  0.0660 Fig. 4 shows the tracking errors X(z) and the tracking
—25.9920  0.0660 481.9089 position errors of five UAVs, from which one can see that the

Table I gives the parameters of five UAVs. Assume the
leader of the UAV system with the following initial parame-
ters [20]: The position (8, 8, 100) m, the speed (described as

UAV system with deception attacks is asymptotically stable.
Five UAVs reach their own corresponding desired position and
formulate this formation. To clearly see the respective tracking
performances, we plot the tracking trajectories in Figs. 5 and 6
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Fig. 6. Tracking trajectories of five UAVs.
‘
L UAV 1] |
2000 UAY 2
) 5 UAV 3
S0 UAV 4|
o UAV 5
-2000 . . L1775 18 - } 1
0 5 10 15 20 25 30 35 40
2000
£ 0 T —— q
7
-2000 ‘ ‘ ‘ 41 415 42 ]
0 5 10 15 20 25 30 35 40
120
=100 1
3
80 1
T 1 1 1
0 5 10 15 20 25 30
Time(s)
Fig. 7. Position responses of five UAVs in triaxial direction.

and the position responses in triaxial direction in Fig. 7 for
each UAV. From Figs. 5-7, one can conclude that the UAV
system achieves the desired formation, and each UAV keeps
flying at a fixed altitude with ¢, = 110 m, ¢, = 120 m,
C3=90m, (g =71.72 m, and ;5 = 85.86 m.

Fig. 8 shows the deception attack signals and their estima-
tions, from which one can see that the attack observer brings
the satisfactory performance of multi-UAV systems under a
directed graph.

Fig. 9 presents o;(r) of the proposed ETM, which finally
converges to a constant after the system tends to be stable.
Figs. 10 and 11 exhibit the triggering instants and releasing
intervals of the proposed ETM, from which one can know
that the proposed ETM discard unnecessary system output
signals, thereby reducing the amount of transmitted data and
alleviating the bandwidth load of the communication network.
The amount of transmitted data packets is listed in Table II.

Fig. 12 shows the responses of the intermittent control u’ (¢)
(i=1,2,3,4,5) with 7 =4s, ¢ =3.45s. It can be observed
that the interval [4, 7.4) s is active for the intermittent control;
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0.8
0.6
0.4
0.2

0.2
0 10 20 30 40
Time(s)
J
0 10 20 30 40
Time(s)
Fig. 8. Actual attacks and their estimations of five UAVs.
a1(t)
0.026 | oa(t) | 7
- o3(t)
-y o4(t)
ERENN o5(t)
0.022 - N S B m—
0.018 | J
0.014 MW\VV\LH
0.01 ;\m\
0.006 ‘ ‘ ‘ ‘ ‘ ‘ ‘
0 5 10 15 20 25 30 35 40
Fig. 9. 0;i(t) of the proposed ETM.

while the intervals [3.4,4) and [7.4,8) s are the rest time
of the intermittent control, during which ul(r) = 0. This
indicates that intermittent control can lighten the consumption
of limited computation and energy resources. Fig. 13 displays
the responses of the real control fi(¢),...,%hs(t) for five
UAVs.

To further verify the superiority of the intermittent control
and the ETM in (9), we present the following comparisons
from the perspective of the control cost (CC) and the amount
of data transmission (ADT).

First, a comparison between our proposed intermittent
controller and the continuous controller in [20] is made.
To describe the CC, we define the CC function for the ith
UAV in time interval [0, T] s (T > 0) as

T
g = [ lwiar (35)

In the following, the CC function will be used to evaluate
the CC of the system with two different types of controllers
under the same condition and parameters as above. The inputs
of a continuous controller in [20] for five UAVs are shown in
Fig. 14. From Figs. 12 and 14, one knows that a larger control
effort is required by using our control approach compared to
the continuous controller in [20]. Over the simulation time
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T T T
——© Release interval of UAV 1| |

10 15 20 25 30 35 40

T T T
04H ——©O Release interval of UAV 2| |
D@ i TOOOED QXX
0.2
0 i
0 5 10 15 20 25 30 35 40

Fig. 10. Release instants and release intervals of UAVs 1 and 2.

: : :
0.4F [—© Release interval of UAV 3]

XN (0aanan ) (00d

30

0.6 —o— :
[——9© Releasc interval of UAV 5

i
10 15 20

Time (s)
Fig. 11. Release instants and release intervals of UAVs 3-5.

u(t)
ug(t)
()|
u ()
w(t)

=

E

=l

8

%

k| i

35 40

Fig. 12. Intermittent control with 7 =4 s, ¢ = 3.4 s for five UAVs.

interval [0, 40] s, the CC of five UAVs for two controllers is
calculated in Table III.

From Table III, one can see that the CC by using our
proposed intermittent control strategy was reduced by 71.99%
compared to the one under the traditional continuous controller
in [20]. This illustrates that our proposed control strategy has
the advantage of mitigating the consumption of computation
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Fig. 13. Real control of five UAVs.
80 T T T T

UAV 1 with continuous control in [20]
UAV 2 with continuous control in [20]
60 - UAV 3 with continuous control in [20] | |
UAV 4 with continuous control in [20]
UAV 5 with continuous control in [20]

40

20

-20

Inputs of continuous control
o

40 F ]

60 ]

-80 I I I I I I I
0 5 10 15 20 25 30 35 40

Fig. 14. Inputs of continuous control in [20] for five UAVs.

T
O  This study
O ETM in [29]
o TTM

@ @O® @O® @ @ @D @OTEDE @O EO® @ @O O 00 @ @ @ @]

Release interval of UAV 1

0 2 4 6 8 10
Time (s)

Fig. 15. Release instants and release intervals of UAV 1 under three
communication mechanisms.

and energy resources, which is an important performance
index for UAV systems.

To show the performance of the proposed ETM, we present
releasing instants and intervals for five UAVs using the
time-triggered mechanism (TTM), the ETM in [29] without
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TABLE 11
ADT oF FivE UAVsS IN40 s
TTM ETMin [29] This study

ADT of UAV 1 400 255 198
ADT of UAV 2 400 238 186
ADT of UAV 3 400 237 185
ADT of UAV 4 400 224 178
ADT of UAV 5 400 239 188

TABLE III

CC FOR F1VE UAVs OVER [0, 40] s

Continuous controller Intermittent controller

in [20] in this study
UAV 1 4.5829¢+04 1.3516e+04
UAV 2 3.8447e+04 1.0195e+04
UAV 3 4.4683e+04 1.0354e+04
UAV 4 4.0784e+04 1.0416e+04
UAV 5 2.0949¢+04 8.9206e+03
Total 1.9069¢+05 5.3402e+04

an average method, and our proposed ETM. In the TTM and
the ETM in [29], the sampling period is 0.1 s. The comparative
results of UAV 1 over [0, 10] s are shown in Fig. 15, and other
UAVs have similar results which are omitted here. Besides,
Table II displays the ADT of five UAVs under the above
communication mechanisms in 40 s.

As shown in Table II and Fig. 15, the ADT under our
proposed ETM is evidently less than the one under the TTM
and the ETM in [29], which reveals that our proposed ETM is
more effective than other triggering mechanisms in reducing
the amount of redundant data.

V. CONCLUSION

In this article, the event-based formation problem of
multi-UAV systems with directed graphs and deception attacks
has been studied by using an intermittent control scheme. Dif-
ferent from the available research on multi-UAV systems with
continuous control strategy, the intermittent control scheme
effectively saves computation resources. The ETM using the
average method is developed to reduce the amount of unex-
pected triggered events, thus relieving the bandwidth burden of
the communication network. By considering deception attacks,
an overall error system, containing a tracking error and an
attack estimation error, has been constructed based on the
Kronecker product. Moreover, sufficient conditions for the
multi-UAV system to achieve the formation are obtained.
Finally, the validity of the proposed theoretical results for five
UAVs is demonstrated via a simulation example. The future
work will be concerned with the problem of the formation
control for multi-UAV systems with multiple leaders, along
with fault detection, and the isolation of the cyber-attacks.
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