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Heterogeneous Topology-Based Event-Triggered
Consensus Control of Autonomous Motorcade

Systems Against Deception Attacks
Zhou Gu , Senior Member, IEEE, Jiahan Wu, Huanping Zhang, and Xiangpeng Xie , Senior Member, IEEE

Abstract—This paper investigates the consensus control problem
of autonomous motorcade systems with heterogeneous topology
(HT) considering deception attacks. First, an HT communication
method is developed to optimize the information exchange of
position, velocity, and acceleration data among vehicles, thereby
enhancing inter-vehicle connectivity. To alleviate the burden on the
communication network, a novel HT-based event-triggered mech-
anism is proposed. An HT-based event-triggered control strategy
is then developed for autonomous motorcade systems to coun-
teract deception attacks. Sufficient conditions for the HT-based
event-triggered autonomous motorcade tracking are derived using
Lyapunov stability theory. Finally, the effectiveness and advantages
of the proposed control strategy are verified through numerical
simulation comparisons.

Index Terms—Autonomous motorcade systems, event-triggered
mechanism, heterogeneous topology, consensus control, event-
triggered mechanism.

I. INTRODUCTION

W ITH the rapid growth of the global automobile industry,
concerns regarding traffic congestion and driving safety

have gained increased attention. Consequently, intelligent ve-
hicle navigation and traffic scheduling have become hot topic
research issues [1]. In recent years, advancements in intelligent
control, wireless communication, and autonomous dispatching
technologies have been employed to achieve the safe and stable
unmanned motorcade travel, enhancing road traffic efficiency
and optimizing transportation resource utilization [2]. Consen-
sus control strategies are essential for autonomous motorcade
systems (AMS), where multiple autonomous vehicles travel
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in a single lane at predetermined spacing and speed [3], [4].
Significant progress has been achieved in the recent years, as
evidenced by various studies [6], [7], [8]. For instance, in [4],
master-slave formation decision-making control was studied for
the AMS by using graph neural network and reinforcement
learning. A state estimation-based distributed control law is
developed to compensate for actuator uncertainties in the leader-
follower platoon system with isomorphic network topology
(INT), facilitating consensus control, as discussed in [5], [9].
Vehicle spacing and driving stability within AMS are improved
by the proposed optimization techniques, enhancing road traffic
throughput [6]. In [10], the consensus control of multi-agent
system based on distributed adaptive feedback was designed
without using global information. Despite control strategy for
AMSs becoming increasingly advanced, ensuring the reliability
and security of network communications remains crucial. There
is an urgent need for a highly robust control strategy that can
withstand cyber-attacks and operate effectively in incomplete
communication networks with limited resources.

Notice that the studies mentioned above primarily focus on
vehicle state information within a signal INT. However, in
AMS, parameters, such as throttle opening, cylinder pressure,
and coolant circulation efficiency differ among vehicles [11].
Thus, HT is more reasonable for AMS control design under
these scenarios [12], [13], [14], [15]. For example, in [12],
heterogeneous nonlinear systems interconnected over networks
was studied for the analysis of synchronization issues, how-
ever, the design of the dynamic coupled degrees of freedom
of the target is not yet conclusive. Output consensus control
of heterogeneous linear systems is investigated under intermit-
tent communication mechanisms in [13]. The study in [14]
discussed heterogeneous issues of both nonlinear multi-agent
systems and the communication network topologies for position
and velocity interactions position and velocity interactions to
achieve consensus control. The use of heterogeneous topology
mitigates the impact of communication interruptions, caused by
external interference or internal failures, on system performance.
However, it is primarily effective for some simple systems.
To the best of our knowledge, few research has focused on
consensus control of AMS with heterogeneous node dynam-
ics and network topology graphs to prevent loss of control
in motorcades caused by disruptions in network connectivity
between vehicles. This is one of the main motivations of this
study.
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Data transmission among vehicles depends on wireless net-
works to facilitate consensus control in autonomous mobil-
ity systems (AMS). This necessitates sufficient network band-
width, especially for HT-based AMSs [16]. While traditional
continuous signal updates or fixed period sampling schemes
can yield effective consensus control performance, they often
lead to significant waste of communication and computation
resources [9], [17], [18]. Over recent decades, event-triggered
mechanisms (ETMs) have gained widespread attention in net-
worked systems [19], [20] and AMSs [21], [22], [23]. An
event-triggered mechanism is designed based on position and
orientation to reduce the transmission frequency of data over
the wireless network [19]. To enhance the adaptability of ETM
for data release, the authors in [20] designed a dynamic threshold
approach, aiming to achieve better filter performance compared
to traditional ETMs. In [22], the authors studied the stability
of event-triggered AMSs equipped with unreliable vehicle-to-
vehicle communication, aiming to maintain relatively small
inter-vehicle distances.

The openness of wireless networks exposes them to potential
malicious attacks, posing a threat to AMS reliability. Such
attacks primarily include denial of service attacks [24], [25] and
deception attacks [26], [27]. Deception attacks aim to disrupt
AMS performance by substituting regular data with malicious
data, for example, [28] investigated the security control problem
of unmanned vehicles under sensor attacks. Considering decep-
tion attacks, the authors in [29] investigated the path tracking
control of autonomous vehicles, and [30] memory event trigger-
ing consensus control for multiple unmanned aerial systems.
However, up to now, few researchers focus on the network
reliability from network topologies to tackle the issue of AMS
consensus control amidst cyber-attacks.

Based on the aforementioned discussion, this paper investi-
gates the event-triggered consensus control of AMSs under HT
considering deception attacks. The primary contributions of this
paper is summarized as

1) A novel HT among vehicles’ state information, including
position, velocity, and acceleration, is taken into account.
Such a topology can augment the connectivity strength
of autonomous motorcades, thus mitigating the impact
of connection interruption on the tracking control perfor-
mance of AMSs.

2) A new event-triggered consensus control strategy is put
forward by employing the state information of AMSs
under HT. Compared with the consensus controller with
isomorphic communication topology, such as in [14], [31],
it is resilient to certain communication interruptions or
cyber-attacks, thereby enhancing the robustness of AMSs.

3) A specialized matrix is introduced to address the mismatch
arising from the Kronecker product between topological
relations and matrix entries. Leveraging such a matrix,
sufficient conditions that can guarantee the AMS stability
are acquired by applying Lyapunov stability theory.

The rest of this work unfolds as follows. Section II presents
the motorcade system model, the ETM and the controller design
under HT. Section III gives the the stability analysis of the AMSs
under event-triggered control under HT. Section IV confirms the

Fig. 1. Structure of AMSs with ETM.

effectiveness of the HT-based ETM via simulation examples.
Finally, the conclusion of this research is drawn in Section V.

Notation: To simplify the description of the subsequent
derivation in this paper, Ea =

[
03,3(a−1) I3 03,3(6−a)

]
are de-

fined, where a = 1, 2, . . . , 6 and Ee = col{E1,E2, . . .,E6};
Q(P |x(t)) := xT (t)Px(t), and other quadratic forms are ex-
pressed in similar manner.

II. PROBLEM FORMULATION AND MODELING

The overall control structure of the AMS is shown in Fig. 1,
the designed ETM determines whether to transmit vehicle status
information or not. Under deception attacks, a closed-loop con-
troller is designed based on the state information of neighbouring
vehicles, which is able to avoid the interference of false packets
on the stability of the AMS consensus.The subsequent sections
will provide detailed explanations of each component.

A. Motorcade System Model

Consider an autonomous motorcade system, which consists
of one leading vehicle and N follower vehicles traveling in a
single lane. The dynamic of the i -th follower vehicle is given
by [32]:

ȧi(t) = χi(vi, ni, ai, t) (1)

withai(t) = v̇i(t) and vi(t) = żi(t), where zi(t), vi(t) andai(t)
denote the position, velocity and acceleration (PVA) of vehicle
i , respectively; ni represents the engine input speed, and χi is
governed by

χi(vi, ni, ai, t) = − αScdivi(t)ai(t)

m

− 1
ι
(v̇i(t)−

ni(t)

m
+

fd
m

+
αScdi

2m
v2
i (t)).

(2)

In (2), ι represents the time constant of the engine starting
process; fd and m are mechanical drag and mass of each
vehicle, respectively; α denotes the specific mass of air; Sc is
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the cross-sectional area of the vehicle under resistance, and di
stands for the air drag coefficient.

Define the controller input that needs to be designed as ui(t),
and let the engine input speed ni(t) as

ni(t) = mui(t) + fd +
αScdi

2
v2
i (t) + ιαScdivi(t)ai(t). (3)

Combining (1)–(3) follows that

ȧi(t) =
1
ι
(ui(t)− ai(t)). (4)

Inspired from [32], define the error between the i-th following
vehicle and leading vehicle as Δvi0 = vi(t)− v0(t), Δai0 =
ai(t)− a0(t), the state error of AMS follows that⎧⎨⎩eiz(t) = z0(t)− zi(t)− iL− zi0(t)

eiv(t) = −Δvi0
eia(t) = −Δai0

, (5)

where L denotes the length of the vehicles; zi0(t) = λvΔvi0 +
λaΔai0 + izmin, which represents the expected total length of
the safety distance between the i -th vehicle and the leader
vehicle; λv and λa are coefficients that quantify the influence
of speed and acceleration on the distance, while zmin refers to
the minimum safe distance between vehicles.

Remark 1: Different from most of existing methods for the
design of safe distance zi0(t) (such as in [33]), in this study,
the differences of velocity and acceleration of vehicles are
introduced, by which the performance of safe distance can be
ensured.

Defining xi(t) = [eiz(t), e
i
v(t), e

i
a(t)]

T yields the tracking er-
ror system of the AMS as

ẋi(t) = Axi(t) +Bui(t) +Dωi(t), (6)

where

A =

⎡⎢⎣0 1 λv − λa

ι

0 0 1

0 0 − 1
ι

⎤⎥⎦ , B =

⎡⎢⎣−
λa

ι

0

− 1
ι

⎤⎥⎦ , D =

⎡⎢⎣λv 0 0

0 λa 0

0 0 0

⎤⎥⎦ .

Remark 2: A feedback linearization method is employed for
the convenience of consensus control design in (6). In practice,
the control input of AMSs, responsible for regulating the vehicle
state, primarily relies on throttle opening that is represented by
the acceleration (4). Specifically, when setting λa = 0, it turns
to be the traditional distance model in [34].

Communication topology of all vehicles can be described by
three directed weighted graphs: Gz for the position, Gv for the
velocity, andGa for the acceleration. We takeGz as an example to
present graph theory of position z. ForGz = (Pz, Ez,Az),Pz =
{p1, p2, . . . , pN} represents the set of nodes, Ez ⊆ Pz × Pz

represents the set of directed edges, and Az = [azij ]N×N is the
adjacency matrix. The directed edge ezij is defined as the ordered
pair of nodes (pzj , p

z
i ), and ezij ∈ Ez if and only if azij > 0. If

ezij ∈ Ez , then node j is considered a neighbor of node i , denoted
as N z

i . There exists a directed spanning tree in topology graph
Gz and its root node is the leading vehicle. The Laplacian matrix
Lz = [lzij ]N×N of the graph Gz is defined as follows: lzij =

−azij for i �= j, and lzii = −
∑N

j=1,j �=i l
z
ij . Gv = (Pv, Ev,Av)

and Ga = (Pa, Ea,Aa) have similar definitions of velocity and
acceleration, and they are omitted here. Similarly, the pinning
matrix for the position z, denoted asBz = diag{bz1 , bz2 , . . ., bzN},
wherein bzi > 0 if the i-th vehicle is linked to the leader,
otherwise bzi = 0. The matricesBv andBa follow the definitions
to Bz .

B. A Novel Event-Triggered Mechanism

To alleviate the bandwidth overload of vehicle communica-
tion network, an ETM is proposed, wherein the instant of data
transmission is determined by the designed triggering conditions
rather than being fixed by the sampling period h. tikh is utilized
to represent the k-th triggering instant of the i-th vehicle. Then,
the next triggering instant is designed as follows:

tik+1h = tikh+min
δi≥1

{δih|Δ(t) ≤ 0}, (7)

where Δ(t) = Σ1 − Σ2 and

{
Σ1 = γi + ςi(t)x̄

T
i (t)Ωix̄i(t)

Σ2 = eTi (t)Ωiei(t)
,

wherein

x̄i(t) =

N∑
j=1

{
lij [x̃i(t

i
kh)− x̃j(t

j
k′h)]

}
+ bi[x̃i(t

i
kh)− x̃0(t

i
kh+ δih)],

x̃0(t) =

⎡⎢⎣z0(t) + λvv0(t) + λaa0(t)

v0(t)

a0(t)

⎤⎥⎦ ,

x̃i(t) =

⎡⎢⎣zi(t) + λvvi(t) + λaai(t) + izmin + iL

vi(t)

ai(t)

⎤⎥⎦ ,

and lij = diag{lzij , lvij , laij}; tikh+ δih stands for the current

sampling instant; tjk′ = max{t|t ∈ {tjkh, k = 0, 1, . . .}, t ≤
tikh+ δih} represents the j-th triggering instant; Ωi > 0
is designed as the triggering matrix; ςi(t) = ς0 +

ςme−λ||xi(t
i
kh+δih)||2 ; and λ, ς0, ςi and γi are the positive

constants. Obviously, ς0 ≤ ςi(t) ≤ ς0 + ςm � ς̂ .
Suppose the network-induced delay at instant tikh is τ ik ∈

[0, τ iM ]. Then, for t ∈ [tikh+ τ ik, t
i
k+1h+ τ ik+1), we define

τi(t) = t− δih− tikh. It yields that 0 < τi(t) < h+ τ iM ≤
τM , where τM = max{h+ τ 1

M , h+ τ 2
M , . . ., h+ τNM}.

For convenience of description, we define

βi(t) = x̃i(t
i
kh+ δih)− x̃i(t

i
kh). (8)

Thus, the ei(t) in (7) can be rewritten as

ei(t) =

N∑
j=1

lij [βi(t
i
kh+ δih)− βj(t

j
k′h+ δjh)]

+ biβi(t
i
kh+ δih). (9)

Remark 3: In homogeneous topologies, designing consensus
control is challenging due to state mismatches. To address this
issue, this study constructs βi(t) to describe the state terms
corresponding to different topological relationships.
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C. Deception Attacks

Under the wireless network communication environment,
vehicle state packets are vulnerable to random malicious attacks
and tampering during transmission over the communication
network, presenting a significant cause of disconnection in au-
tonomous motorcade systems. Therefore, this paper considers
a common network deception attack. In this scenario, we take
the i -th vehicle in the motorcade as an example, an adversary
randomly injects a deception signal fi(xi(t)) into the real signal
xi(t) to corrupt the data packets. The real transmitted signal
x̌i(t) under cyber attacks becomes

x̌i(t) = θi(t)fi(xi(t)) + (1 − θi(t))x̄i(t), (10)

where θi(t) ∈ {0, 1} denotes that the deception attack obeys
a binomial distribution. θ̄i and κ2

i denote the expectation and
mathematical variance of θi(t), respectively. When θi(t) = 0,
it indicates the absence of any attack. Conversely, θi(t) = 1
signifies that the transmitted packet has been intercepted and
manipulated by the attack signal fi(xi(t)) which is subject to
the following inequality constraints:

‖fi(xi(t))‖2 ≤ ‖Fxi(t)‖2, (11)

where F ∈ R3×3 is a positive definition matrix.

D. Control Strategy Under HT

Given that AMSs rely on public wireless networks, the con-
nections among vehicles are susceptible to interruptions. To
enhance the robustness of the motorcade and prevent the AMS
from losing control in disrupted communication scenarios, a new
event-triggered control strategy under HT is developed.

Rewrite x̄i(t) in (7) as

x̄i(t) =

⎡⎢⎢⎣
∑N

j=1 l
z
ij z̄ij(tkh) + bzi [z̃i(t

i
kh)− z̃0(t− τ(t))]∑N

j=1 l
v
ij v̄ij(tkh) + bvi [ṽi(t

i
kh)− ṽ0(t− τ(t))]∑N

j=1 l
a
ij āij(tkh) + bai [ãi(t

i
kh)− ã0(t− τ(t))]

⎤⎥⎥⎦ ,

where z̄ij(tkh) = z̃i(t
i
kh)− z̃j(t

j
k′h); velocity and acceleration

follow the definition to z̄ij(tkh); bzi , bvi and bai represent the
coupling weight between the leader and the i-th vehicle in the
network topology Lz , Lv and La, respectively.

The controller of AMSs under HT is designed by

ui(t) = −Kx̌i(t)

= −K{θi(t)fi(xi(t)) + (1 − θi(t))x̄i(t)} (12)

for t ∈ [tikh+ τ ik, t
i
k+1h+ τ ik+1), whereK = {Kz,Kv,Ka} is

the controller gain to be designed.
Remark 4: From (12), one knows that the PVA information

in the control strategy has different topological relationships.
Compared to the traditional control strategy, such as in [31],
the connectivity and robustness of AMSs are enhanced, thereby
improving the tracking performance, which is verified in the
simulation in Section IV. Particularly, if one sets Laplacian
matrices Lr and pinning matrices Br be the same, e, where
r = z, v, a respectively; it reduces to be an INT.

To facilitate the representation, we define⎧⎪⎪⎪⎨⎪⎪⎪⎩
x(t) = colNi=1{xi(t)}, x(t−τ(t)) = colNi=1{xT

i (t− τ1(t))},
x̄(t) = colNi=1{barxT

i (t)}, β(t) = colNi=1{βT
i (t)},

ω(t) = colNi=1{ωT
i (t)}, f(x(t)) = colNi=1{fi(x1(t))

T },
θ(t) = diagNi=1{θi(t)}.

Due to the introduction of HT, it is hard to analyze and synthesize
the consensus control of AMS. Accordingly, we define some new
matrices E and H to address this challenge. Then, (9) can be
reformulated with (8) as

e(t) = EHET β(t), (13)

where E =
[
ε1 ε2 ε3

]T
, εi =

[
ITi ITi+4 ITi+8

]
and Ii =[

01,i−1 1 01,12−i

]
; H = diag{Hz, Hv, Ha}, Hz = Lz +

Bz , Hv and Ha can be obtained identically.
Remark 5: The Laplacian matrix under traditional isomor-

phic topologies for AMSs, as the method in [9], can not directly
match the state term of AMS. In this study, by introducing
the recombination matrix E, this challenge can be elegantly
addressed through the utilization of the Kronecker product.

Combining (10), (12), (13), and the ETM in (7), we can obtain
the following tracking error of the AMS

ẋ(t) = (IN ⊗A)x(t) + θ(t)(IN ⊗BK)f(x(t))

+ (1 − θ(t))(IN ⊗BK)H̄(x(t− τ(t)) + β(t))

+ (IN ⊗D)ω(t), (14)

where H̄ = E1HE2.
Remark 6: Due to the instability of wireless networks, the

communication between vehicles is prone to interrupted by
network congestion or malicious attacks. The weight aij = 0
in the adjacency matrix signifies that the i-th vehicle is not
connected to the j-th vehicle.

The main objective of this study is to develop a consensus
strategy for AMSs using the proposed HT-based ETM to ensure
that the system (14) is ultimately uniformly bounded (UUB) in
the mean-square sense.

III. CONSENSUS CONTROL DESIGN OF AMSS

In this section, some sufficient conditions to ensure the
UUB stability of the motorcade error system are obtained in
Theorem 1. Next, a co-design approach is formulated in
Theorem 2 to get the designing parameters in (7) and (12).

Theorem 1: For given scalars τM , ς , r and γ, and distributed
consensus controller gain K, the system (14) under HT-based
ETM (7) is UUB in the mean square sense if there exist matrices
P > 0, Q > 0, Ω > 0, and matrix Js, such that

Ψ+ Γ < 0, (15)[
Jr ∗
Js Jr

]
> 0, (16)

where

Ψ = Π+ 2E1PΦ+ Λ, Π = ET
MJEM + T T Ω̄ T ,

Authorized licensed use limited to: Anhui Polytechnic University. Downloaded on April 21,2025 at 02:58:31 UTC from IEEE Xplore.  Restrictions apply. 



GU et al.: HETEROGENEOUS TOPOLOGY-BASED EVENT-TRIGGERED CONSENSUS CONTROL OF AMS AGAINST DECEPTION ATTACKS 5483

EM =
[
ET

1 ET
2 ET

3

]T
, T = E2 + E4, Φ = BEe,

J =

⎡⎢⎣ −Jr ∗ ∗
Jr + Js −2Jr − Js − J T

s ∗
−Js Jr + Js −Jr

⎤⎥⎦ ,

Ω = diag {Ω1,Ω2, . . . ,ΩN} , Ω̄ = ςH̄TΩH̄,

Λ = diag{Q, 0,−Q,−Ω̄, 0},

Γ = τ 2
MΦTJrΦ+

√
γ ET

1 E1,

B =
[
G1 (1 − θ)G2 0 (1 − θ)G2 θG2 G3

]
,

D =
[
0 κG2 0 κG2 −κG2 0

]
,

G1 = IN ⊗A,G2 = (IN ⊗BK)H̄,G3 = IN ⊗D.

Proof: Define ϑ(t) = [x(t), x(t− τ(t)), x(t−
τM ), β(t), f(x(t)), ω(t)]. Thus, the closed-loop tracking
error of the AMS in (14) can be rewritten as

ẋ(t) = Φϑ(t). (17)

Choose the following Lyapunov-Krasovskii functional candi-
date:

V(t) = Q(P |x(t)) +
∫ t

t−τM

Q(Q|x(t))ds

+ τM

∫ t

t−τM

∫ t

θ

Q(Jr|ẋ(s))dsdθ. (18)

From (11), it follows that

F = Q(P |f(x(t)))− xT (t)F̄TPF̄x(t) ≤ 0, (19)

where F̄ = IN ⊗ F .
Recalling (7), (19) and state error system (17), taking the

derivative of V(t) yield

E{V̇(t)} ≤ 2xT (t)PΦϑ(t) + τ 2
ME{Q(Jr|ẋ(t))}+Δ

+Q(Q|x(t))−Q(Q|x(t− τM ))

− τM

∫ t

t−τM

Q(Jr|ẋ(s))ds−F

−√
γxT (t)x(t) +

√
γxT (t)x(t), (20)

where Δ = Q(Ω̄|ζ(t))−Q(Ω|e(t)) + γ, γ =
∑N

i=1 γi and
ζ(t) = β(t) + x(t− τ(t)).

Applying Jensen inequality [35] follows that

−τM

∫ t

t−τM

Q(Q|ẋ(s))ds ≤ ϑT (t)ET
MJEMϑ(t). (21)

From (7), one can know that

ϑT (t)(−ET
4 ΩE4 + T T Ω̄ T + γ)ϑ(t) > 0. (22)

Combining (20), (21) and (22), one has

E{V̇(t)} ≤ ϑT (t)(Ψ + Γ)ϑ(t) + γ −√
γxT (t)x(t). (23)

According to xT (t)x(t) ≥ √
γ and the condition (15) in The-

orem 1, one can obtain E{V̇(t)} < 0, which means that the

considered AMS under the HT-based ETM is UUB in the
mean-square sense. This ends the proof. �

Theorem 2: For given scalars τM , ς , r and γ, the system (14)
is UUB in the mean square sense if there exist positive definite
matrices P̂ > 0, Q̂ > 0, Ĵs > 0, Ω̂ > 0, and matrix K̂
such that ⎡⎢⎣ Ψ̂ ∗ ∗

τM Φ̂ μ2Ĵr − 2μP̄ ∗
Ξ̂ 0 −I

⎤⎥⎦ < 0, (24)

[
Ĵr ∗
Ĵs Ĵr

]
> 0, (25)

where

Ψ̂ = Π̂ + 2E1Φ̂ + Λ̂, Π̂ = ET
M ĴEM + ςT T Ω̂ T ,

EM =
[
ET

1 ET
2 ET

3

]T
, T = E2 + E4, Φ̂ = B̂Ee,

Ĵ =

⎡⎢⎣ −Ĵr ∗ ∗
Ĵr + Ĵs −2Ĵr − Ĵs − Ĵs

T
∗

−Ĵs Ĵr + Ĵs −Ĵr

⎤⎥⎦ ,

Λ̂ = diag{Q̂, 0,−Q̂,−Ω̂, 0},

Ξ̂ =
[
γ0.25P̄ 0 0 0 0

]
,

B̂ =
[
Ḡ1 (1 − θ)Ḡ2 0 (1 − θ)Ḡ2 θḠ2 G3

]
,

D̂ =
[
0 κḠ2 0 κḠ2 −κḠ2 0

]
,

Ḡ1 = (IN ⊗A)P̄ , Ḡ2 = (IN ⊗BK̂)H̄,G3 = IN ⊗D.

Furthermore, the proposed controller gain and the event-
triggered matrix is derived asK = K̂P̃−1

s andΩi = P̃−1
s Ω̃iP̃

−1
s ,

respectively.
Proof: Define P = H̄P̂ H̄, P̂ = (IN ⊗ P̂s), P̃s =

P̂−1
s , P̃ = P̂−1, P̄ = P−1 = H̄−1P̃ H̄−1, so that Q̂ =

P̄QP̄ , Ĵr = P̄JrP̄ , Ĵs = P̄JsP̄ , K̂ = KP̃s, Ω̃i =
P̃sΩiP̃s, Ω̃ = diag{Ω̃1, Ω̃1, . . . , Ω̃N}, Ω̂ = H̄−T Ω̃H̄−1.

Applying Schur complement and the attribute of −J−1
r =

−P̄ Ĵr

−1
P̄ ≤ μ2Ĵr − 2μP̄ , one can obtain from the condition

(15) that ⎡⎢⎣ Ψ ∗ ∗
τMΦ μ2Ĵr − 2μP̄ ∗
Ξ 0 −I

⎤⎥⎦ < 0, (26)

where Ξ =
[
γ0.25I 0 0 0 0

]
. Then, applying left-

multiplication and right-multiplication with the diagonal
matrices diag{P̄ , P̄ , P̄ , P̄ , P̄ , I, I, I, P̄ , I} and diag{P̄ , P̄} to
inequalities (26) and (16), we can obtain (27) and (28). This
completes the proof. �

As noted in Remark 4, the proposed motorcade under HT can
be reduced to the conventional INT structure when the Laplacian
matrices Lr and pinning matrices Br are the same.

Corollary 1: For given scalars τM , ς , r and γ, the AMS (14)
under the conventional INT structure is is UUB in the mean
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Fig. 2. The topology graph of PVA.

square sense if there exist positive definite matrices P̂c > 0,
Q̂c > 0, Ĵsc > 0, Ω̃c > 0 and matrix K̂c such that

⎡⎢⎣ Ψ̂c ∗ ∗
τM Φ̂c μ2Ĵrc − 2μP̄c ∗
Ξ̂c 0 −I

⎤⎥⎦ < 0, (27)

[
Ĵrc ∗
Ĵsc Ĵrc

]
> 0, (28)

where

Ψ̂c = Π̂c + 2E1Φ̂c + Λ̂c, Π̂c = ET
M ĴcEM + ςT T Ω̃c T ,

EM =
[
ET

1 ET
2 ET

3

]T
, T = E2 + E4, Φ̂c = B̂cEe,

Ĵc =

⎡⎢⎣ −Ĵrc ∗ ∗
Ĵrc + Ĵsc −2Ĵrc − Ĵsc − Ĵs

T

c ∗
−Ĵsc Ĵrc + Ĵsc −Ĵrc

⎤⎥⎦ ,

Λ̂c = diag{Q̂c, 0,−Q̂c,−Ω̃c, 0},

Ξ̂c =
[
γ0.25P̃ 0 0 0 0

]
,

B̂c =
[
Ḡc

1 (1 − θ)Ḡc
2 0 (1 − θ)Ḡc

2 θḠc
2 G3

]
,

D̂c =
[
0 κḠc

2 0 κḠc
2 −κḠc

2 0
]
,

Ḡc
1 = (IN ⊗A)P̃ , Ḡc

2 = (H ⊗B)(IN ⊗ K̂c),

where Q̂c = P̃QP̃ , Ĵrc = P̃JrP̃ , Ĵsc = P̃JsP̃ , K̂c =
KcP̃s, Ω̃c

i = P̃sΩ
c
i P̃s, Ω̃c = diag{Ω̃c

1, Ω̃
c
1, . . . , Ω̃

c
N}. Further,

the control gain is Kc = K̂cP̃
−1
s and event-triggered weighting

matrix is Ωc
i = P̃−1

s Ω̃c
i P̃

−1
s .

Proof: The proof procedure is similar to Theorems 1 and 2.
It is omitted here. �

IV. SIMULATION

In this section, an AMS consisting of one leader vehicle and
four follower vehicles is considered. The topological relation-
ships between the positions, velocities and accelerations of these
vehicles are shown in Fig. 2, from which the following Laplacian

matrices are obtained as

Lz =

⎡⎢⎢⎢⎣
1 −1 0 0

−1 2 −1 0

0 −1 2 −1

0 0 −1 1

⎤⎥⎥⎥⎦ , Bz =

⎡⎢⎢⎢⎣
1 0 0 0

0 0 0 0

0 0 0 0

0 0 0 1

⎤⎥⎥⎥⎦ ,

Lv =

⎡⎢⎢⎢⎣
1 0 0 −1

0 1 −1 0

0 −1 2 −1

−1 0 −1 2

⎤⎥⎥⎥⎦ , Bv =

⎡⎢⎢⎢⎣
1 0 0 0

0 1 0 0

0 0 0 0

0 0 0 0

⎤⎥⎥⎥⎦ ,

La =

⎡⎢⎢⎢⎣
1 −1 0 0

−1 2 −1 0

0 0 1 −1

0 −1 −1 2

⎤⎥⎥⎥⎦ , Ba =

⎡⎢⎢⎢⎣
1 0 0 0

0 0 0 0

0 0 1 0

0 0 0 0

⎤⎥⎥⎥⎦ ,

The other parameters are chosen as λv = 1, λa = 1, ι =
0.35, h = 0.01, ς̄ = 0.06, γ = 0.002, τM = 0.02, r = 12, and
μ = 0.6. The deception attack is considered as f(x(t)) =
−tanh(0.2x(t)).

Choose the initial states of the follower vehicles in the
autonomous motorcade as x1(0) = [75, 24, 0]T , x2(0) =
[50, 21, 0]T , x3(0) = [26, 18, 0]T , x4(0) = [3, 15, 0]T ,
where x0(0) = [100, 20, 0]T , and ωi(t) = [0.5e−0.2tsin(t),
0.5e−0.2tsin(t), 0].

To verify the effectiveness and superiority of the proposed
HT-based ETM, the following four cases are presented.

Case 1: The AMS with deception attacks using the proposed
HT-based event-triggered control strategy.

Based on the above parameter selection, the event-triggered
matrices Ωi and controller gain K are obtained from Theorem 2
as follows:

K =
[
0.0673 0.0611 −0.0371

]
,

Ω1 =

⎡⎢⎣ 0.3920 0.3047 −0.2677

0.3047 1.0910 −0.3710

−0.2677 −0.3710 0.6505

⎤⎥⎦ ,

Ω2 =

⎡⎢⎣ 0.2918 0.2791 −0.2402

0.2791 1.0698 −0.3881

−0.2402 −0.3881 1.0792

⎤⎥⎦ ,

Ω3 =

⎡⎢⎣ 0.2574 0.1846 −0.2305

0.1846 0.6339 −0.3536

−0.2305 −0.3536 1.0616

⎤⎥⎦ ,

Ω4 =

⎡⎢⎣ 0.3996 0.3062 −0.2621

0.3062 0.7313 −0.3368

−0.2621 −0.3368 0.6263

⎤⎥⎦ .

The distances between the leader vehicle and each follower
vehicle in the motorcade are illustrated in Fig. 3, from which
one can see that each vehicle maintains a distance, ensuring
the safety of autonomous motorcade. Fig. 4 depicts the speed
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Fig. 3. Distances between the lead vehicle and follower vehicles in Case 1.

Fig. 4. Velocity and acceleration error in Case 1.

and acceleration responses of the following vehicles in the
autonomous motorcade. It is evident that under the HT-based
event-triggered control strategy proposed in this study, the ve-
locities and accelerations of the vehicles with varying initial
states in the motorcade are effectively stabilized.

Fig. 5 presents the data release instants of the AMS under
the HT-based ETM. The corresponding data release rates are
detailed in Table I, the average data release rate of each agent
in the motorcade is 18.82%, significantly saving network re-
sources. Therefore, the proposed HT-based ETM achieves more

Fig. 5. Release instants of the i-th vehicle in Case 1.

TABLE I
DATE RELEASE RATES OF THE FOLLOWER VEHICLES IN CASES 1 AND 2

satisfactory consensus control with less resource consumption
when AMS is subject to deception attacks.

Case 2: The AMS with deception attacks under partial dis-
connection of inter-vehicle communication.

In this case, the communication between the 2-nd and 3-rd
vehicles is assumed to be severed in the motorcade due to
network malfunction as illustrated in Remark 6. As shown in
Fig. 2, within the positional network topology, these vehicles
were previously directly linked, whereas in the velocity topol-
ogy, the 2-nd vehicle remained directly connected to the root
node, with the 3-rd vehicle linked indirectly.

Under identical initial conditions and a deception attack, the
disconnection between the 2-nd and 3-rd vehicles requires the
recalculation of the controller gainK and the triggering matrices
Ωi. The solutions for these parameters are derived as follows:

K =
[
0.0687 0.0785 −0.0456

]
,

Ω1 =

⎡⎢⎣ 0.6999 1.3467 −0.6320

1.3467 10.2683 −1.9453

−0.6320 −1.9453 2.4335

⎤⎥⎦ ,

Ω2 =

⎡⎢⎣ 0.6017 2.8494 −0.7473

2.8494 26.2966 −4.3110

−0.7473 −4.3110 4.4306

⎤⎥⎦ ,

Ω3 =

⎡⎢⎣ 0.3490 0.6595 −0.5246

0.6595 4.5926 −1.8423

−0.5246 −1.8423 4.0635

⎤⎥⎦ ,
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Fig. 6. Distances between the leader vehicle and follower vehicles in Case 2.

Ω4 =

⎡⎢⎣ 0.6457 1.1052 −0.5573

1.1052 5.2702 −1.6308

−0.5573 −1.6308 2.2835

⎤⎥⎦ .

Fig. 6 shows the distance between the leader vehicle and each
follower vehicle in the autonomous motorcade when the con-
nection between the 2nd and 3rd vehicles is disrupted under the
deception attack. It is evident that the distances between each
vehicle and its adjacent ones still comply with a safety level.
Furthermore, compared to Fig. 3, there is no significant change
in the settling time for vehicle spacing.

Fig. 7 shows the velocity and acceleration in the HT motor-
cade where disconnection occurs. Comparing Fig. 7 with Fig. 4
reveals that the disconnection of inter-vehicle connectivity under
HT-based event-triggered control has little effect on the stable
travel of the motorcade. Meanwhile, the convergence rates of
velocity and acceleration remain almost the same. However,
the amplitudes in the acceleration of the following vehicles
are more noticeable, which is attributed to the disconnection
of connectivity under the deception attack. Nevertheless, these
results are within an acceptable range. Further verification will
be conducted in Case 3.

The data release instants of the HT-based ETM in Case 2 are
shown in Fig. 8. From Figs. 5 and 8, it is evident that under the
proposed HT-based ETM, the effect of vehicle disconnection
on the number of packet releases is minimal. Observing Y-axis
between Figs. 5 and 8 reveals that the significant difference in
both cases. Our primary focus is on whether the quasi-relative
error can trigger the release event, which is more critical for
evaluating the effectiveness of the event-trigger mechanism.

The data release instants of the HT-based ETM in Case 2
are illustrated in Fig. 8. From Figs. 5 and 8, and Table I, it
is evident that under the proposed HT-based ETM, the impact
of vehicle disconnection on the number of packet releases has
no significant difference. Examining the Y-axis values in Figs. 5
and 8 reveals noticeable discrepancies. However, the main focus
is to determine whether the quasi-relative error can trigger the
release event, which is crucial for assessing the effectiveness
of the event-triggering mechanism. This demonstrates that the

Fig. 7. Velocity and acceleration error in Case 2.

Fig. 8. Release instants of the i-th vehicle in Case 2.

HT-based event-triggered control strategy for AMS maintains
consensus performance even when some inter-vehicle connec-
tions are disrupted.

Table I presents the data release rates of the AMS in Cases
1 and 2. The average rates are 18.82% and 17.33%, indicating
that 81.18% and 82.67% of the sampled data are discarded, re-
spectively. This reduction significantly conserves network com-
munication resources. Despite the high rate of data discarding,
consensus control in both cases maintains good performance.
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Fig. 9. Distances between the leader vehicle and the follower vehicles in
Case 3.

To further verify the superiority of the HT-based event-
triggered control strategy over the INT-based ETM strategy, a
motorcade with an INT was established for comparison. As men-
tioned in Corollary 1, the degree matrix and the adjacency matrix
are equivalent to Lz and Bz when the positions, velocities, and
accelerations of the autonomous motorcade interact with each
other using the topology shown in Fig. 2.

Case 3: The AMS with deception attacks using an INT-based
event-triggered control strategy.

In this case, we suppose the communication in the AMS is
interrupted due to deception attacks, and an INT is utilized as
that in [5], [9]. Then H is rewritten by

Hz =

⎡⎢⎢⎢⎣
2 −1 0 0

−1 2 −1 0

0 −1 2 −1

0 0 −1 2

⎤⎥⎥⎥⎦ .

From Corollary 1, the parameters of K and Ωi (i = 1, 2, 3, 4)
can be obtained. Under the same conditions as Case 2, the
distances between the follower vehicles and the leader vehicle
in the motorcade with the INT are shown in Fig. 9. The velocity
and acceleration responses of each vehicle under the traditional
INT-based control strategy are illustrated in Fig. 10. It is evident
that the AMS with INT, as described in [5], [9], fails to maintain
consensus stability when the AMS is disconnected due to de-
ception attacks. Comparing to Case 2, our proposed HT-based
ETM demonstrates superior robustness in achieving consensus
control of the AMS.

In Cases 1-3, 4 vehicles have been used to demonstrated the
effectiveness of the proposed method. To further validate its
applicability to larger-scale scenarios, the following analysis
will consider more follower vehicles.

Case 4: Larger-scale AMS with one leader vehicle and five
followers using the proposed HT-based event-triggered control
strategy.

Assume that the AMS consists of one leader vehicle and
five follower vehicles and the topological relationships of the
position, velocity, and acceleration are illustrated in Fig. 11.
Based on these topological relationships, the relevant parameters

Fig. 10. Velocity and acceleration error in Case 3.

Fig. 11. The topology graph of PVA in Case 4. (a) Position. (b) Velocity.
(c) Acceleration.

Fig. 12. Distances between the leader vehicle and the follower vehicles in
Case 4.

can be obtained from Theorem 2 with the same parameters as
those in Case 1.

The initial states of the follower vehicles are assumed
to be x1(0) = [75, 24, 0]T , x2(0) = [50, 22, 0]T , x3(0) =
[26, 20, 0]T , x4(0) = [3, 18, 0]T , and x5(0) = [−22, 16, 0]T ,
and the leader vehicle’s initial state is x0(0) = [100, 20, 0]T .
Fig. 12 shows the distances between the leader and follower
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vehicles, demonstrating that the AMS with five follower ve-
hicles maintains satisfactory performance under the proposed
HT-based ETM.

V. CONCLUSION

In this paper, the HT-based event-triggered consensus control
of AMS under deception attacks has been investigated. A new
HT-based ETM that introduces vehicle position, velocity, and
acceleration is designed, along with a reorganization matrix that
effectively addresses Kronecker product misalignment. Due to
the introduction of a more fully connected topology, the pro-
posed HT-based event-triggered control strategy demonstrates
better robustness compared to traditional INT-based motorcades.
The HT-based AMS remains stable and low data release rates
even when certain vehicles are disconnected or subjected to de-
ception attacks. The advantages of the proposed control strategy
are verified in an AMS consisting of a leader vehicle and four
follower vehicles.
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