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EH T 3815 X 2% B I, (675 BB RG2S 5 8 B 48 iy, MUK . 1R8] fil 2 FR IR R 5
PERE, TEIN G & RGN At SRR E M. B, 2015 451 50 24 M X AR B 368 57 “Black Energy” B,
SEMERFLEIER BT, BRAEEZHE R, E 8 —ME R EE R, RS ALGE
HABRMBR MM S vl IA T, b R G2 4 UM AR FE AR, STHR (7090 T R AR e N S i 2 1A%
SRS I 48 HEAT B B M IS AR S 7 (Gauss) RGUIRAAG T IUREIA. 25 R BIME A% 5 e AR Al 48 2 A 1)
E 1 E A 2 %2 B BB NBGE, SCHR [S8]RFFT T E8 A0 RG22 A RAS A v 1) /L SOk [9] B 7
TR REEE NG 5 G T E BB R G 0 A A I AN A e Al ) B (AT
(R, LA i PR B 70 0 A2 A A X 4 3 A BV SR AN 2 BR ). AR, BEE RGBT K, SR s 5
A B TR, FEUSE ARSI, Eak, BAA SR TR R 0 S A L] R
YOl AE TR Z IR A Rog ez —10~120 0 BT S A AL AR AS Al TR TR IS T 3 I R RIS~ 18
T I T IO LA R WX 25 1 73 A SN 2840 RGOk T ie) @, SCHR [14) 42 T — ik TSRl A AL
i) oA Al TH B, AR 2 T IS TE S W4 1T RRE R STHR [15]) BEAT 1A BE ECR AR AR AR 1
LA =T RGN TR AORFS AL TH R, FE T — R T BEAL AR 1) S RS P, FnT DR
5 IR () PR R R P T 8 S S R AN T H IR R, SR [16]) B FT 1 28 T S A M i AR 2 P B i 4 2 D) 246
RGOS TH 0 R, 0 — R B AARESEA b, DLABEHL A7 I E Y S U= A 2%, STk [17) i 55
THEETHAT AR ) Hoo RS TR, IRE5 7R HIRA il TH 2838 25 10 7870 25415, STk [18]42
T BT A R B 2 A N AR AL TS, ABITAEI G B A% I 25 X 25 v 1 R AR s v N B
IR g SR B F Ak R LR 22 02 B A ET I E GRS b — R SR A R, DA S B R R X fid A
FEHBOREW. £ THEAE T, WSS 22BN B 175 4 ILRE LR S, 845 fid & L
KA, FE2R RIS B, TR [19] BEFT 1 — M T Py s 2 s i AR O B ARl R L, 4
TR AR RGP IS B BT T R, TR (2008 IR B A R ML R 2 1 6 A K 41
SN 5 R b AR, SCRER [19,20] SR T 3E T Simpson MR AL T vk A B ik & AL )
I, ARAEI AR 22, B BRI OR~F Y. o —J7 T, MEBEE i N TGE vl fe 220G Bl 1T RG24,
FAEAT RS THE T, WA THE SR ARG ARSI ER NG S, FTREE R LT LM 2 4 fa e
()AFTEER A THE 5 51 K RGURIRE; (2) A ATFERILTHE 5 7T RE 3 SO RIS 7E; (3) AN AT FEHIfh
THESENEHNE A RR T RESFEEN R, HZE AT SR, A SR [15~20] B 55 M 25
E PR AR, XA AE R B T NS I DA B G . DAL, ek B 0 2 B L vk 20 A0 R e e
TEANT )22 AR T 0] @, dnfep R Py st B fits A SR AR DL I FACIRAS il T #8 50T B IR
SEPE, DI EAS S R, LA BRIEAE TR, I S5 R TR A, R ATIR A AT

g5 b, ARSCHISE R A AR NG R AR et R 4, WU T O B S R 1) 2 AR A
vl . B, SR D s 1SS E A e A2 B Al A AL N, 98D 1 S B AL
B3 R R i A AR RURTR 2. LR, L BT REARCEE TN PR ASAG TR, SR F Lyapunov
FH 12 5 Bessel-Legendre NG5 AUEAR S HARASAGTHES B0 5%, 5 3C#R (19, 20] 7 R A IR U5 i AL 3
R TAS[R], AR SCH 77325 0T DLSHRR 73 T B4R AT A B, ke 1 I ARl 22 P2 AR B, a7 A B
UE AT 5 4 B R

2 [EE A
RN BAT R AR LS BB R 5
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{M®=Adﬂ+Nww&D+Nw@—ﬂm7 "

y(t) = C(),

Hola(t) = [o(t) aa(t) - 2a(t)]T € RY REFRE, y(1) € R RIS, o(2(1) = [61(2(1))
br(a(t)) - dn(a(D)]T € RY JAELHEREL +(1) o0 < 7(t) < TarBUI I EE, A, No, Ny 550
Iy LIS 244 BB, (BRSE(L) RA FEh

RSB e R 4

(p(z1) — Hiz1)(p(w2) — Hawo) <O, (2)

HAdH,, HO EBOERE, B H, — Hy > 0.
WU AR TR A T RS (1) PRS2 (1)

. 1 t
£®=Aﬂ0+%Mﬂm+Nm&—ﬁm+L(m&—hL%M$®),

(1) = Cz(b),

Hrbi(t) € ROBRGTPIRES &R, LATRZERTHME TR, §(t) ARSI E S, 9()&
vy (t) BTt
N T LA IRIBAE TR, BT F AR A AL

thyp1 = sup {t > ti|e™ (t)Pe(t) < 0y* " (tr)Py* (te) + o}, (4)

Hr1g e (0, VAMKBIBZE 0 > 0,e(t) = £ [L, y(s)ds — y*(te), y*(te) = + [1*_, y(s)ds, y(t) NFR
G, vt (te) Syt (teer) RS LHTLRE S5 N N 2RSS n ARG XK, @ HIEE
TNASL ik 2 546

AR S5EGRFARLECR BN RS A, AR A kR ML R T — B
() P P 0 S R, R R A e 12 2R S R ML 2 R el i 52 B PRSP 20 I 75 2 0 = A B AT
WA, MR A5 B BHEE NN 5, T LA R a3 W] e 32U E TRk, itk
M52 R SR ML IR, BeAh, TEAb R 2R R 51N T 5 B lo, JmT ALRIIE fih = ] 1) 1) B 72 4% K F-0,
T T 3 S fik AL K A Zeno ISR, BIAE— BT IR) P4 HH IR S . V4 I 2 DL s 33

A2 Y ERXEKEL — OFf, e(t) = %f:ﬁh y(s)ds — y*(tr) — y(t) — y(te), FEAENL
il (4) FTIR Ak SOk (22 R 1 gE R, B T

thyr = sup {t >t |eT (1) @E(t) < Sy (t)Py(te) + 0}, (5)

Hrhe(t) = y(t) — y(te).
A R D SIN, A5 A A5 5 T s X 2% AT PR JXURS: . 3K HEL 2% 18 9 4 30 3 A7 R fBA5 IS P Ny
678, MEBISCHR (23, 24)F (IR T7 %, Mt asm i B 0E S 9(t) 7TARR A

y(t) = y*(te) + x(t)g(), (6)
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Horbix(t) € {0, 1} & Bernoulli 734 (IBEHLAR &, HE{x(t) = 1} = x1, E{x(t) =0} =1 - x1 = x2,
g() IR BEE 5, W2 T 2 AT

lg@l2 < IGe(®)]]2, (7)

Horh G 5E 8 BOERE.
FE X e(t) = a(t) — (1), P(e(t)) = d(x(t) — ¢(&(t)), HiFr (1), (3) M(6), L FIRZEA T R4

LC t
é(t) = Ae(t) + No(o(x(t)) — ¢(2(t))) + Nue(t — (1)) + Ly™ (tx) + x() Ly (t) — T/tfh (s)ds

Lc

= Ae(t) + Not(e(t) + Noelt = )+ Lelt) = - [ e(5)ds +x(0)La(t) (8)

RTARRNRC R EE R AN E X5 5] .
BN ([25]) MTRG(8), FlEH o > 0 FT (0, e(0) 1 |e(t)|| < o3 TALEL > to + T, W4
MRiZ R G — AT AN,
5131 ([26]) L EE(t) € Lo([-n2, —m] = R"), Q€ R™ >0, n2 > m > 0. fEX[A][=n2, —m] |
€ LU0 R [ Legendre 2 T
k l
Vk e N, L(u) = (-1)F Y oF (““72 ) :

1=0 2 =

ﬁ':lj,@lk — (_1)l(l;)(k]+-j)’ k=0,1,...,q.
X a € N, H U1 Bessel-Legendre 43 A &5 0 Rl A7
1
N2 — 1M

/ T (W) Qe (u)du > 0T (@)W ® Q)Qx), (9)

QT () = [QF () - QF (@) --- QY (2) ], Qi) = f__:; L;(w)z(uw)du, W = diag{1,...,2a + 1}.
51382 ([27]) *tFa(t) € R?, BEMIMEHER = RT € R™*", H € R™*", H IR/ Tn, AT
M2kt
(1) 2T (t)Ra(t) < 0, " TFrfz(t) # 0, Ha(t) = 0;
(2) IM € R™>™ FIRR + MH + (MH)T < 0.
3 FELHZR

EE1 WTFAENSE G, b, Tv, 0, u, o, FFEL, G, TEEFACEALHI(5) (BT, WRAFAESR
HFEP, Ry >0, Ry >0, Rs >0,Q >0, ® >0, fiifg

P >0, (10)
Y4+ x3+xT3T <0 (11)

JRAL, Hor
P =P +diag{0, W@ Q}, ¥ =He(F{PFa)+ EFRE — pn&lHE + 065 085 + A,
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=[0I I I O0O00O0O0) &=[0T1000T100 0]

C
@@3:[0 000000 7 1]7 I=1[I 02200l

—R, R1+UT -uT T T
H1 H2 Hi Hy+ HH;
R = x —2R—-U-UT R, +UT|, H= N = 2 =
9T I
* * —R;
1
Adiag{Tf/[Rz,Rl+Q+hR3+JSI,O,Rl,Q,O,O,W(fRS,@},

~

0 L£4(0) 0 0 —Lo(—=h) 0 0 -0, 0

07 0O0O0O0ODO0OTO OO O
Flz 7F2:
0000O0OO0OO0TIO

I 0 00 0 OOOO]

~
~

091 --- 651
Ea(o) = 1. 1> Ca(*h) - . ; Oa = )

~

|
~
)

001 - 091

~

(=1)*I
i 0, i>j7 T
0 = o X=[xT »xT 000000 0],
=20+ 1A = (=1)") /R, i <,

LCT
32[—1 AN 00 No il ——— L]»

M 2 55 (8) & — Em 44 S ).
JERA &N N Lyapunov-Krasovskiiiz B4 :

t
vio=ctorco+ [ Fomesastn [ [ dwmimanas

+ /tih e(s)[Q + (s — t + h)Rsle(s)ds,

Hct)y =1, Q%) = [T (e) --- QF(e) --- QL(e) = [° Li(s)e(s)ds, i = 0,1,...

Q2(e)

HAUEHV (t) > 0: 4%%[IEIELL)EHTiﬁf&E’]Lyapunov—Krasovskn{ZlZI(12), EIRE Y
/t ¢T(5)Qe(s)ds > %QT(e)(W® Q)e).
t—h
R, ME(12) F1(13), 7T LAFRAS
t t t
V) =T )P T(s)Rye(s)ds + T 2T (v) Ryé(v)dud
0> OPA + [ TReds b [ [ TR
—|—/ eT(s)(s —t + h)Qe(s)ds
t—h
HR; >0, Ry >0, Q >0, LEP >0, AJLURIUEV (¢) > 0
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X Lyapunov-Krasovskiiiz B 3K 3 1] 1§

V(t) =2¢T()PL(t) + €T (t)Rue(t) — eV (t — Tar) Rue(t — mar)
+72eT(t)Rye(t) + €T (t)(Q + hR3)e(t) — et (t — h)Qe(t — h)

— Ty /t ¢T(s)Ryé(s)ds — /t eT(s)Rze(s)ds.
t—Tum t—h
IRIEQ(E) e X, AT R SHCA
Qe) = [OF(e) - OF(e) -+ L(e)]",

HAQ(e) = Li(0)e(t) — Li(—h)e( — [, Li(s)e(t + s)ds.
HﬂLegendregIﬁﬁﬁ/‘]‘l‘ifﬁfi,lﬁ ijfﬁ‘

C(t) = Fan(t), () = Fan(t).
FUF 51 E SRAFRR (15) B T — [, €T(s)Rae(s)ds, A 1R

—/ ¢T () Rye(s)ds < —%QT(e)(WQ@Rg)Q(e).
t—h

& Bl Jensen NEE 205 H ™ 5 A28 SR AR PR 28 (15) R A AR 43 T — ft (s)Rié(s)ds, AI1F
t R Ri4+UT Ut
ot / E()Rié(s)ds < (OEL | & 2Ry — U —UT Ry + UT| (1)
t—7Tn
* * —R;
=" ()& REm(1).

R 2 A4 (2), AT AR

[ ] [m ﬁz] [ o ]:nT(t)gfsa&n(tKO-
LEE

XTS5 > 0, :(22) /T EM T

—unT () ELHEn(t) > 0.

(16)

(17)

(18)

(21)
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BT R, H

eT()GTGe(t) — gT (t)g(t) > 0. (24)
M A (5) He(t) = L [, y(s)ds — y* (t) 7T 45
Sy T (te) Py (tr) + 0 — T () Pe(t) = on* (t) & PEN(t) + 0 — e (t)Pe(t) = 0. (25)

gh430(15)~(25), Al 3
V(t) < 20T F TPFan(t) + eT(t)Rie(t) — €T (t — Tar) Rie(t — Tar) + 75,€T () Roé(t)
e (t)(Q + hR3)e(t) — e (t — h)Qe(t — h) — %QT(e)(W ® R3)Qe) — e (1) Pe(t)
+ 0 (W) (ETRE — pELHE + 66 0&E(E) + 0 — 05T (He(t) + a5 eT (He(t)
=0T @OSnt) + o — o3eT (t)e(t). (26)
K AbiHR 22 R (S) EHERIR A
1 AN 00 Ny x()L _LTCI | () =3n(t) =0, (27)
MRAE 51 #2, MigEx = [XT vXT 0 0 0 0 0 0 0], BMAFF
V() <nT()(S+ X3+ 3TxT)n(t) + 0 — o5 (t)e(t). (28)

le(t)]| € R (¢ > 0) AT HERI{[le()[[]0 < [le(®)]] < o3} U{lle@)]]lle®)]] > o3}
SEF{le@|0 < le()]| < o5}, HHEE LITTH, RE(8) £&—Bm&a 51, ST {le@||lle@)] >
o5}, FHos —eT(t)e(t) < 0. HRAFER(28), IHRE{V ()} <0, T

T+x3+xT3T <0, (29)

HAP3=E{3} =[-1 AN, 00 Ny xa L —£Z ). tiX(11) 7713, 50(20) 7.
WRIEE{V (1)} < 0, AT R ARG (8)F %%L/iﬁﬁ/)ﬁﬁ’] W& |e(t)] < o3.
ZERA LA EPIME T, 4 1015, REL(8) & — B A H FH1, ke,

A3 N T A iCAZ B Ak AL FIN IR T, SR FH 51 B [ Bessel-Legendre AN 5
A BT, Mo = 0 Fla =1 B, AFR(9) 70 ABRH LG Jensen A5 2 5 Wirtinger A
FA o MBUEBCR, g REA BN RS, (AR, A2 S FEP o) 58 B H 2l
Z, SEERITHHRE.

EIE2 M TAENSE X T, 0, py v, o, FEFEL, G, FE T FAMRNLE](5), WRAFEXSFREERE P,
Ry >0, Ry >0, Rz >0,Q >0, ® >0, ffifF(10) Al

Y+ He(X3) <0 (30)
BAL, Horp
X=[1 v 000000 0],
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3 YOT
3=|-X XA XN, 0 0 XNy, 1Y - Y]

TR 22 R GE(8) /e — B & A FIN. LAk, RS2 8oL = X 1Y
IERR UM REY = XL, AL = XY B3 A1), #E—B A e E

S+x3+3"xT =% +X3+3"%T <o, (31)

HEMT(30), IEEE.

FRAE SCHR [29], T G fE — BB [R] P9 P2 AR R R il R B G, Bl Zeno ISR, 75 BEIEBH —AN™ 4% K
TORY M A TR A7 AE . TRIE, @ B3 2 Y 140 PR <8 A F A 2 ) 1E PR e /M i A TR RS, A 4
T ZenoWL R KA.

EIE3  BEIET AL R H AL (5) 1 R G (1), ST HA It > ¢y, PRl A SA 2 [8) 47
FEUN fe /N ] B

T = 2\/oy )y (1) + 0 (32)

oL, Hw > 0, L (|12t + 2t - h)|]) < @.
R EETe(t) =1 [, y(s)ds —y*(tx), IS

Et) = % - y(t; h. (33)

RPE(33) |, 7115
d o €l A
@I <@ = == Ule@I + llz(t = 1) (34)

T 2%0) £ R, LD (la(s)|| + [lo(s — b)) FE—A Lo > 0.

iAo SRARTERIIA S M () = OFSUL T HOBUA TR L b(t) = o, TR (e) | FER 1ty trsr) PR
. B TR Lap(t) = w0 BIRN(@E) = @t — ).

HRAE PR R 21 (5), T LA 5

()l < VOourT (tr) Py* () + o

” P (©) %)
gEEy(t) = w(t — tp) 530(34), 53
T = %\/6y*T(tk)<I>y*(tk) o (36)

HiFo > 0, AT X 47 PRI ()34 A& I (818 T 0 55 Kt #R AT LA™ A% PRIETy, > 0, # % 1 Zeno FLR
T HE .

4 RS
FREEAT W N AN B R4

-1 0 1.8 —0.1 —1.7 —0.6
A= ’ NO = 3 Ny = ’ C=
0.1 —-1.5 -2 0.6 —0.5 —2.5

10 10
, G= .
00.5] [01]
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0.6

of the first state

Triggering time instants and intervals

of the second state

0 5 10 15 20 25
Time (s) Time (s)
(a) (b)

Response and estimation Response and estimation

1 (PSR E) &S R BREERENTLER, G180 RAE RIS B =4 AR 7S 0 B2 2% (a) F0f & B Z)
5% EkE(b)

Figure 1 (Color online) (a) State responses and (b) triggering time instants and intervals under the estimator without
considering the false data injection attacks

* 1 FERBREINKEFOHEIRLR

Table 1 Comparison of simulation with false data injection attacks

Cases of designing estimator Parameters Attack signals Simulation results
Case 1 Parameter 1 g(t) = tanh(e(t)), x1 = 0.6 Figure 1
Case 2 Parameter 2 g(t) = tanh(e(t)), x1 = 0.6 Figure 2

LR BB (5) = 0.5 tanh(2;) + 0.5 sin ()l AL &1E(2), B H, = 0y, Hy = I,.
E S Y A S A W I
1BRL. AT a8 BT 25 R B AR AR NI, I S T UGE R AR Y, = 0;
1BR2. a8 T RIS AN LG, R AEEE Ny = 0.6.
Bt DL _E PRSI, B RS 8h = 0.01, 1= 0.8, u =3, v =1, 6 = 0.02, o = 0.01, R E T2
B RAFAG T A48 T 5 A kA AU R D

. —1.0507 1.6543 285.5827 —129.7500
S#1: L= , &= ;
1.2995 —2.1975 —129.7500 895.1714
o —0.9091 1.0353 113.2542 —24.3812
SH2: L = , &= .
1.1183 —1.4244 —24.3812 348.0181

PRk, RS 2000 BB, I E T B g (1) = tanh(e(t)), HRAEMZER Ny, =
0.6. EEUR KRG S5t RGMVIIEIRES 54 Nz (0) = [-0.5 0.2], 2(0) = [-0.3 0.1], 1 E R A
$90.002 5. FF S50 G2 T 530l R IBUERE, 1 (a)F1(b) 4 ih T LA E WA T 17
G R R AR (% et 2 1 TR,

4 RG0S BT I, G PR SR R R R OO B R, AR ()M LB,
T ST A R M 4 Tk I (B TR 1), TR RGBT 25, BTt i f i 38 9 R A4 2%
A TE IR RS IRES S B (2 MR BI2AT BUR IR, 4 T 38 U1 18 T R (0B P A Tt i (1 2),
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I
3

o e
o N
)
)
N \

of the first state

o
n
"

o
~

o
w

e
o

o
=

Triggering time instants and intervals

of the second state

o

20 25

Response and estimation Response and estimation

Time (s) Time (s)
(@) (b)
B2 (WMEMEE) &5 RBEIRENTCER, A0 HE R T IS SN BT =t ARSI 4 (a) R 2 RS
fil % (BB (b)

Figure 2 (Color online) (a) State responses and (b) triggering time instants and intervals under the estimator considering
the false data injection attacks

=}

e 05E , , , , .

£ g S a(t) 0.6

= —— =i (t)

sz Or o ?

5= £ 05

2 ';QE) -0.5 § (0]

£ Z 04

S a

g -10 P

~ 0 5 10 15 20 25 % ®

g 20

EE £ o I

23 5

=9 £ 0.1

2 o =)

g s =

Q_‘Nﬁ 7.

z © . . . . 08

7 0 5 10 15 20 25 25
Time (s) Time (s)

(@ (b)
E 3 (ML E)EGEGMANE TEPRSIA L (a) Fifh%iSZI5H % ER(b)

Figure 3 (Color online) (a) State responses and (b) triggering time instants and intervals under the conventional event-
triggered scheme

flitt RG0E BBk, Frisct v Ui Re A Aol R RS RPIRSE B

4, O T BB A ST T B B AZ Y S A AL A R, AR B b, BRI R e R
FAERENLEFE N (1) = v(t)y(t), v(t) NI RS AR E, Hlv(t)] < 0.2, HFHEIEHRKAEMER
Ky = 0.3. LR E F2AF B FPIRA (G T8-S5 il A INAUE FE

—1.1206 1.6454 <I> 304.6578 —122.0442

1.3809 —2.1832 —122.0442 938.2760
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VLA B TCAL B S AR IS B R G AR Al

of the first state

Triggering time instants and intervals

of the second state

Response and estimation ~ Response and estimation

0 5 10 15 20 25 0 5
Time (s) Time (s)
() (b)

Bl 4 (MEMFE)ICIZEEHMAISE THRZSI L (a) FIfdkFRZ] S i % ERE(b)
Figure 4 (Color online) (a) State responses and (b) triggering time instants and intervals under the memory-based
event-triggered scheme
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Abstract This paper studies the secure state estimation issue of time-varying nonlinear cyber-physical systems
under false data injection attacks and a memory event-triggered mechanism. Compared to the conventional
event-triggered mechanism based on current system information, a memory-based event-triggered mechanism
involving the past measurement output is proposed. Under this scheme, the false triggering induced by abrupt
variations of system output can be reduced effectively, and the waste of network resources is mitigated. A
Bernoulli variable is utilized to describe the stochastic process of the false data injection attacks. By constructing
a novel Lyapunov-Krasovskii functional related to Legendre polynomials and applying Bessel-Legendre inequality
technique, sufficient conditions for guaranteeing the asymptotic stability and designing a state estimator of the
estimation error system are obtained. Finally, numerical simulations are carried out to illustrate the validity of
the presented approach.

Keywords memory-based event-triggering, cyber-physical systems, state estimation, false data injection attacks
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